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Goal:	Generate	certifiably	random	bits,	unpredictable	even	by	
											eavesdroppers	with	arbitrary	classical	side	information.
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											Needs	a	loophole-free	Bell	test	to	be	realized.	Extremely	difficult.
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Semi-device-independent	(SDI):	allow	communication	between	devices.	
											Make	some	(modest?!)	assumption	on	the	transmitted	phys.	system.

MoQvaQon	1:	SDI	randomness	expansion
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Figure 1: Prepare-and-measure scenario considered here involving a device made of a

source S and a measurement apparatus M. We assume that the states send by S to M

have a bounded average energy.

[4, 5]. This assurance does not rely on any modelling of the devices, which can be
treated in a black-box manner, but only requires that the devices satisfy certain
causality constraints, usually that they do not communicate. Though DI QRNGs are
conceptually very compelling and have even be demonstrated experimentally [6–8],
they require challenging loophole-free Bell tests, which precludes real-life implemen-
tations with present day technology.

The semi-DI approach aim to retain the conceptual advantages of DI schemes,
while making their implementation easier, and in particular avoiding the necessity
of using entanglement and loophole-free Bell tests. Their experimental requirements
and generation rates are typically similar to standard QRNGs [9, 10], while their
theoretical analysis is similar to fully DI schemes as it relies on the observation of
certain statistical features akin to the violations of Bell inequalities. However, semi-
DI devices cannot be fully treated in a black-box manner, but must satisfy one or a
small set of assumptions, such as a bound on the dimension of the relevant Hilbert
space [11].

In [12], we introduced a simple semi-DI prepare-and-measure scenario, where the
only required assumption is a bound on the average value of a natural physical ob-
servable, such as the energy of the prepared states. The device we considered, see
Fig. 1, consists of two distinguishable parts: a source (S) and a measurement appara-
tus (M). The source S prepares one of two quantum systems, depending of an external
control variable x 2 {1, 2}, which are then measured at M, yielding a binary outcome
a 2 {±1}. The correlations between the output b of the measurement apparatus M
and the control variable x of the source S can be quantified by the two quantities
E1, E2, where

Ex = Pr(a = +1|x) � Pr(a = �1|x) , (1)

for x 2 {1, 2}, indicates how much the output a is biased depending on x.
It is shown in [12] that the observation of certain correlations E = (E1, E2) be-

tween S and M guarantees that the output a is random, similarly to the observation
of nonlocal correlations in Bell scenarios. This conclusion is valid assuming only a
bound on the average energy (as defined precisely below) of the states emitted by
S. But apart from this assumption no other assumptions are made on S or M, in
particular the measurement apparatus M can be treated in a fully black-box manner.
The scenario is therefore semi-DI. The interest of this proposal is that very simple
optical implementations, involving only the preparation of attenuated coherent states
and homodyne measurements or single-photon threshold detectors, can produce cor-
relations in the randomness generating regime.

The work [12] showed the existence of inherently random correlations in the energy
constrained semi-DI scenario by deriving Bell-type inequalities which are necessarily

2
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Goal:	Generate	certifiably	random	bits,	unpredictable	even	by	
											eavesdroppers	with	arbitrary	classical	side	information.
Device-independent:	works	for	completely	untrusted	devices.	
											Needs	a	loophole-free	Bell	test	to	be	realized.	Extremely	difficult.

Semi-device-independent	(SDI):	allow	communication	between	devices.	
											Make	some	(modest?!)	assumption	on	the	transmitted	phys.	system.

MoQvaQon	1:	SDI	randomness	expansion
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and generation rates are typically similar to standard QRNGs [9, 10], while their
theoretical analysis is similar to fully DI schemes as it relies on the observation of
certain statistical features akin to the violations of Bell inequalities. However, semi-
DI devices cannot be fully treated in a black-box manner, but must satisfy one or a
small set of assumptions, such as a bound on the dimension of the relevant Hilbert
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only required assumption is a bound on the average value of a natural physical ob-
servable, such as the energy of the prepared states. The device we considered, see
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E1, E2, where
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dimH = 2

Goal:	Generate	certifiably	random	bits,	unpredictable	even	by	
											eavesdroppers	with	arbitrary	classical	side	information.
Device-independent:	works	for	completely	untrusted	devices.	
											Needs	a	loophole-free	Bell	test	to	be	realized.	Extremely	difficult.

Semi-device-independent	(SDI):	allow	communication	between	devices.	
											Make	some	(modest?!)	assumption	on	the	transmitted	phys.	system.

MoQvaQon	1:	SDI	randomness	expansion
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Figure 1: Prepare-and-measure scenario considered here involving a device made of a

source S and a measurement apparatus M. We assume that the states send by S to M

have a bounded average energy.

[4, 5]. This assurance does not rely on any modelling of the devices, which can be
treated in a black-box manner, but only requires that the devices satisfy certain
causality constraints, usually that they do not communicate. Though DI QRNGs are
conceptually very compelling and have even be demonstrated experimentally [6–8],
they require challenging loophole-free Bell tests, which precludes real-life implemen-
tations with present day technology.

The semi-DI approach aim to retain the conceptual advantages of DI schemes,
while making their implementation easier, and in particular avoiding the necessity
of using entanglement and loophole-free Bell tests. Their experimental requirements
and generation rates are typically similar to standard QRNGs [9, 10], while their
theoretical analysis is similar to fully DI schemes as it relies on the observation of
certain statistical features akin to the violations of Bell inequalities. However, semi-
DI devices cannot be fully treated in a black-box manner, but must satisfy one or a
small set of assumptions, such as a bound on the dimension of the relevant Hilbert
space [11].

In [12], we introduced a simple semi-DI prepare-and-measure scenario, where the
only required assumption is a bound on the average value of a natural physical ob-
servable, such as the energy of the prepared states. The device we considered, see
Fig. 1, consists of two distinguishable parts: a source (S) and a measurement appara-
tus (M). The source S prepares one of two quantum systems, depending of an external
control variable x 2 {1, 2}, which are then measured at M, yielding a binary outcome
a 2 {±1}. The correlations between the output b of the measurement apparatus M
and the control variable x of the source S can be quantified by the two quantities
E1, E2, where

Ex = Pr(a = +1|x) � Pr(a = �1|x) , (1)

for x 2 {1, 2}, indicates how much the output a is biased depending on x.
It is shown in [12] that the observation of certain correlations E = (E1, E2) be-

tween S and M guarantees that the output a is random, similarly to the observation
of nonlocal correlations in Bell scenarios. This conclusion is valid assuming only a
bound on the average energy (as defined precisely below) of the states emitted by
S. But apart from this assumption no other assumptions are made on S or M, in
particular the measurement apparatus M can be treated in a fully black-box manner.
The scenario is therefore semi-DI. The interest of this proposal is that very simple
optical implementations, involving only the preparation of attenuated coherent states
and homodyne measurements or single-photon threshold detectors, can produce cor-
relations in the randomness generating regime.

The work [12] showed the existence of inherently random correlations in the energy
constrained semi-DI scenario by deriving Bell-type inequalities which are necessarily

2
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dimH = 2

Goal:	Generate	certifiably	random	bits,	unpredictable	even	by	
											eavesdroppers	with	arbitrary	classical	side	information.
Device-independent:	works	for	completely	untrusted	devices.	
											Needs	a	loophole-free	Bell	test	to	be	realized.	Extremely	difficult.

Semi-device-independent	(SDI):	allow	communication	between	devices.	
											Make	some	(modest?!)	assumption	on	the	transmitted	phys.	system.

Problems:	assumption	not	very	well	motivated;	assumes	QT	is	correct.

MoQvaQon	1:	SDI	randomness	expansion
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Figure 1: Prepare-and-measure scenario considered here involving a device made of a

source S and a measurement apparatus M. We assume that the states send by S to M

have a bounded average energy.

[4, 5]. This assurance does not rely on any modelling of the devices, which can be
treated in a black-box manner, but only requires that the devices satisfy certain
causality constraints, usually that they do not communicate. Though DI QRNGs are
conceptually very compelling and have even be demonstrated experimentally [6–8],
they require challenging loophole-free Bell tests, which precludes real-life implemen-
tations with present day technology.

The semi-DI approach aim to retain the conceptual advantages of DI schemes,
while making their implementation easier, and in particular avoiding the necessity
of using entanglement and loophole-free Bell tests. Their experimental requirements
and generation rates are typically similar to standard QRNGs [9, 10], while their
theoretical analysis is similar to fully DI schemes as it relies on the observation of
certain statistical features akin to the violations of Bell inequalities. However, semi-
DI devices cannot be fully treated in a black-box manner, but must satisfy one or a
small set of assumptions, such as a bound on the dimension of the relevant Hilbert
space [11].

In [12], we introduced a simple semi-DI prepare-and-measure scenario, where the
only required assumption is a bound on the average value of a natural physical ob-
servable, such as the energy of the prepared states. The device we considered, see
Fig. 1, consists of two distinguishable parts: a source (S) and a measurement appara-
tus (M). The source S prepares one of two quantum systems, depending of an external
control variable x 2 {1, 2}, which are then measured at M, yielding a binary outcome
a 2 {±1}. The correlations between the output b of the measurement apparatus M
and the control variable x of the source S can be quantified by the two quantities
E1, E2, where

Ex = Pr(a = +1|x) � Pr(a = �1|x) , (1)

for x 2 {1, 2}, indicates how much the output a is biased depending on x.
It is shown in [12] that the observation of certain correlations E = (E1, E2) be-

tween S and M guarantees that the output a is random, similarly to the observation
of nonlocal correlations in Bell scenarios. This conclusion is valid assuming only a
bound on the average energy (as defined precisely below) of the states emitted by
S. But apart from this assumption no other assumptions are made on S or M, in
particular the measurement apparatus M can be treated in a fully black-box manner.
The scenario is therefore semi-DI. The interest of this proposal is that very simple
optical implementations, involving only the preparation of attenuated coherent states
and homodyne measurements or single-photon threshold detectors, can produce cor-
relations in the randomness generating regime.

The work [12] showed the existence of inherently random correlations in the energy
constrained semi-DI scenario by deriving Bell-type inequalities which are necessarily
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responds	to	spatial	rotations	(in	QT:	“spin	quantum	number”).	
This	turns	out	to	make	sense	(and	work)	without	assuming	QT.
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We introduce a class of semi-device-independent protocols based on the breaking of spacetime
symmetries. In particular, we characterise how the response of physical systems to spatial rotations
constrains the probabilities of events that may be observed: in our setup, the set of quantum
correlations arises from rotational symmetry without assuming quantum physics. On a practical
level, our results allow for the generation of secure random numbers without trusting the devices
or assuming quantum theory. On a fundamental level, we open a theory-agnostic framework for
probing the interplay between probabilities of events (as prevalent in quantum mechanics) and the
properties of spacetime (as prevalent in relativity).

Introduction. Quantum field theory and general rel-
ativity, as they currently stand, describe two distinct
classes of physical phenomena: probabilities of events
on the one hand, and spacetime geometry on the other.
Large e↵orts are currently underway to construct a the-
ory of quantum gravity that would describe both classes
of phenomena and their interaction in a unified way.
Given the di�culties in this endeavour, one may start
with a more modest, but nonetheless illuminating ap-
proach: analyse how probabilities of detector clicks and
properties of spacetime interact, and what constraints
they impose on one another. Here, we propose to use
semi-device-independent (semi-DI) quantum information
protocols to study this interrelation.

DI and semi-DI approaches [1–9] treat devices in an
experiment as “black boxes”: no assumptions (or only
very mild ones) are made about the inner workings of
the devices, and the analysis relies on the observed input-
output statistics alone. While Bell and other DI black-
box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure sce-
nario sketched in Fig. 1, which can be used to generate
random numbers that are secure against eavesdroppers
with additional classical information [9, 12–16]. We de-
fine a class of semi-DI quantum random number genera-
tors based on an assumption about how the transmitted
system may respond to spatial rotations. Crucially, this
semi-DI assumption is representation-theoretic in nature,
thus recapturing the theory-independence characteristic
of the DI regime. We show that the exact shape of the set
of quantum correlations in this setup appears to emerge
as a direct consequence of the symmetries of spacetime,

⇤ CarolineLouise.Jones@oeaw.ac.at
† Stefan.Ludescher@oeaw.ac.at
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FIG. 1. Setup: A fixed but arbitrary state is generated in the
preparation device P , which is rotated by an angle ↵x 2 {0,↵}
relative to the measurement device M according to an input
setting x 2 {1, 2}. The state is then sent to M , where a
measurement yields one of two outcomes b 2 {±1}.

which also entails the security of our protocol against
post-quantum eavesdroppers.
The setup. We consider a semi-DI random number

generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of
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by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
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dimension of the Hilbert space of the transmitted sys-
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as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of

If	input	is	x=1:	do	nothing	to	preparaQon	device;	
														if	x=2:	rotate	it	(relaQve	to	measurement	device)	by	angle	α.
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box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
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nario sketched in Fig. 1, which can be used to generate
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with additional classical information [9, 12–16]. We de-
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generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
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alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
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If	input	is	x=1:	do	nothing	to	preparaQon	device;	
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If	input	is	x=1:	do	nothing	to	preparaQon	device;	
														if	x=2:	rotate	it	(relaQve	to	measurement	device)	by	angle	α.
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No	further	assumpQons	on	devices	/	system.

RotaQon	described	by	(projecQve)	unitary	representaQon	of	SO(2):
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the

3

maximum spin J bound:

CJ,↵ := {E =
X

�

p(�)E� | E� 2 QJ,↵,E
� 2 {±1}⇥{±1}},

(5)
where {p(�)}� is a probability distribution. If J↵ < ⇡/2,
the states are not perfectly distinguishable, and so cor-
relations are limited to E� = (±1,±1); alternatively, if
J↵ � ⇡/2, the states can be perfectly distinguishable,
and so E� = (±1,⌥1) are also possible correlations.
Convex combinations of the former case gives the set
CJ,↵ = {(E1, E2)| � 1  E1 = E2  1}, whilst the latter
case gives all possible correlations.

So far only pure states have been considered. However,
it turns out that this is su�cient, as the set of mixed state
correlations, defined by

Q0

J,↵ := {(E1, E2) | Ex = tr(M⇢x), ⇢2 = U↵⇢1U
†

↵}, (6)

coincides precisely with QJ,↵. Clearly QJ,↵ ✓ Q0

J,↵,
and the converse Q0

J,↵ ✓ QJ,↵ can be proven by puri-
fying arbitrary states ⇢ using an ancilla system, without
adding any spin (for details, see Supplemental Material
IV). Thus, the set QJ,↵ is convex, which means that it
also describes scenarios where preparation ⇢1 and mea-
surementsMb fluctuate according to some shared random
variable � distributed ⇠ p(�), i.e.

P (b|↵) =
X

�

p(�)tr(Mb(�)U↵⇢1(�)U
†

↵) (7)

(where the input x 2 {0,↵} is chosen independently from
�). So far we have assumed that the constraint on the
maximum spin J holds exactly and in every run of the
experiment. However, in a more realistic scenario, one
may want to grant room for imperfections. This can be
taken into account by trusting only that the constraint
strictly holds with probability 1� �, with 0  � < 1, but
for probability � the system might carry arbitrarily high
spin. This leads to the relaxed quantum set

Q�
J,↵ = (1� �)QJ,↵ + � conv ({±1}⇥ {±1}) (8)

FIG. 2. The quantum and classical sets QJ,↵ (dark blue) and
CJ,↵ (dark red; line |E2 � E1| = 0), and the quantum and
classical relaxed sets Q�

J,↵ and C�
J,↵ for � 2 {0.15, 0.3}. We

set J = 1 and ↵ = 0.66 throughout.

depicted in Fig. 2, where conv denotes the convex
hull [24]. Similarly, replacing Q by C in this expression
defines the classical relaxed set C�

J,↵. For a full charac-
terisation of the relaxed quantum and classical sets, see
Supplemental Material V, where we also discuss types of
experimental uncertainties for which these sets are phys-
ically relevant. For example, we show that for coherent
states, where the photon number n follows a Poisson dis-
tribution on Fock space, the relaxed quantum set Q�

J,↵

with � = O(
p
⌘) characterises the relevant set of possible

correlations, with ⌘ := P (n > N) giving the probability
of a constraint on J(= N) failing (which tends to zero
exponentially in N).
Generating private randomness. Adapting the results

of [17], we can show that correlations in QJ,↵ outside
of the classical set admit the generation of private ran-
domness. Consider an eavesdropper Eve with classical
(but no quantum) side information who tries to guess
the value of b. Alice, who uses the setup of Fig. 1
to generate private random outcomes b, will in general
not have complete knowledge of all variables � 2 ⇤
of relevance for the experiment, which is expressed in
Eq. (7) by P (b|x) being the mixture

P
� p(�)P (b|x,�).

Eve, however, may have additional relevant informa-
tion � (in addition to knowing the inputs x), and Al-
ice would thus like to guarantee that the conditional
entropy H(B|X,⇤) = �

P
b,x,� p(b, x,�) log2 p(b|x,�)

is large, quantifying Eve’s di�culty to predict b.
Since H(B|X,⇤) =

P
� p(�)H(E�) where H(E) :=

� 1
2

P
b,x

1+bEx
2 log 1+bEx

2 , the amount of conditional en-
tropyH

? that Alice can guarantee if she observes correla-
tions E = (E1, E2), i.e. H(B|X,⇤) � H

?, is determined
by the optimisation problem

H
? = min

{p(�),E�}

X

�

p(�)H(E�)

subject to
X

�:E�2Q!
J,↵

p(�) � 1� "

and
X

�

p(�)E� = E. (9)

That is, H? tells us the number of certified bits of private
randomness against Eve, under the assumption that the
transmitted systems have spin at most J — or, rather,
when this assumption holds approximately (up to some
!), with high probability (1 � "). This quantity is non-
zero, H? ⌘ H

?
",!,↵ > 0, whenever the observed correla-

tions are outside of the relaxed classical set, E 62 C"
J,↵.

For " = ! = 0, this optimisation problem is equivalent
to the one in [17, Sec. 3.2] for the case that there is, in
the terminology of that paper, no max-average assump-
tion (see Supplemental Material VI). For determining
the numerical value of H?

0,0,↵, we thus refer the reader
to [17]. Furthermore, as we show in Supplemental Ma-
terial VII, we have a robustness bound for H?

",!,↵, which
reads

H
?
0,0,↵ � H

?
",!,↵ � H

?
0,0,↵+c("+!)+log(1� ")� " log(2/")

1� "
,
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We introduce a class of semi-device-independent protocols based on the breaking of spacetime
symmetries. In particular, we characterise how the response of physical systems to spatial rotations
constrains the probabilities of events that may be observed: in our setup, the set of quantum
correlations arises from rotational symmetry without assuming quantum physics. On a practical
level, our results allow for the generation of secure random numbers without trusting the devices
or assuming quantum theory. On a fundamental level, we open a theory-agnostic framework for
probing the interplay between probabilities of events (as prevalent in quantum mechanics) and the
properties of spacetime (as prevalent in relativity).

Introduction. Quantum field theory and general rel-
ativity, as they currently stand, describe two distinct
classes of physical phenomena: probabilities of events
on the one hand, and spacetime geometry on the other.
Large e↵orts are currently underway to construct a the-
ory of quantum gravity that would describe both classes
of phenomena and their interaction in a unified way.
Given the di�culties in this endeavour, one may start
with a more modest, but nonetheless illuminating ap-
proach: analyse how probabilities of detector clicks and
properties of spacetime interact, and what constraints
they impose on one another. Here, we propose to use
semi-device-independent (semi-DI) quantum information
protocols to study this interrelation.

DI and semi-DI approaches [1–9] treat devices in an
experiment as “black boxes”: no assumptions (or only
very mild ones) are made about the inner workings of
the devices, and the analysis relies on the observed input-
output statistics alone. While Bell and other DI black-
box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure sce-
nario sketched in Fig. 1, which can be used to generate
random numbers that are secure against eavesdroppers
with additional classical information [9, 12–16]. We de-
fine a class of semi-DI quantum random number genera-
tors based on an assumption about how the transmitted
system may respond to spatial rotations. Crucially, this
semi-DI assumption is representation-theoretic in nature,
thus recapturing the theory-independence characteristic
of the DI regime. We show that the exact shape of the set
of quantum correlations in this setup appears to emerge
as a direct consequence of the symmetries of spacetime,

⇤ CarolineLouise.Jones@oeaw.ac.at
† Stefan.Ludescher@oeaw.ac.at
CLJ and SLL contributed equally to this work.

FIG. 1. Setup: A fixed but arbitrary state is generated in the
preparation device P , which is rotated by an angle ↵x 2 {0,↵}
relative to the measurement device M according to an input
setting x 2 {1, 2}. The state is then sent to M , where a
measurement yields one of two outcomes b 2 {±1}.

which also entails the security of our protocol against
post-quantum eavesdroppers.
The setup. We consider a semi-DI random number

generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the

spin	≤	
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We introduce a class of semi-device-independent protocols based on the breaking of spacetime
symmetries. In particular, we characterise how the response of physical systems to spatial rotations
constrains the probabilities of events that may be observed: in our setup, the set of quantum
correlations arises from rotational symmetry without assuming quantum physics. On a practical
level, our results allow for the generation of secure random numbers without trusting the devices
or assuming quantum theory. On a fundamental level, we open a theory-agnostic framework for
probing the interplay between probabilities of events (as prevalent in quantum mechanics) and the
properties of spacetime (as prevalent in relativity).

Introduction. Quantum field theory and general rel-
ativity, as they currently stand, describe two distinct
classes of physical phenomena: probabilities of events
on the one hand, and spacetime geometry on the other.
Large e↵orts are currently underway to construct a the-
ory of quantum gravity that would describe both classes
of phenomena and their interaction in a unified way.
Given the di�culties in this endeavour, one may start
with a more modest, but nonetheless illuminating ap-
proach: analyse how probabilities of detector clicks and
properties of spacetime interact, and what constraints
they impose on one another. Here, we propose to use
semi-device-independent (semi-DI) quantum information
protocols to study this interrelation.

DI and semi-DI approaches [1–9] treat devices in an
experiment as “black boxes”: no assumptions (or only
very mild ones) are made about the inner workings of
the devices, and the analysis relies on the observed input-
output statistics alone. While Bell and other DI black-
box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure sce-
nario sketched in Fig. 1, which can be used to generate
random numbers that are secure against eavesdroppers
with additional classical information [9, 12–16]. We de-
fine a class of semi-DI quantum random number genera-
tors based on an assumption about how the transmitted
system may respond to spatial rotations. Crucially, this
semi-DI assumption is representation-theoretic in nature,
thus recapturing the theory-independence characteristic
of the DI regime. We show that the exact shape of the set
of quantum correlations in this setup appears to emerge
as a direct consequence of the symmetries of spacetime,
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FIG. 1. Setup: A fixed but arbitrary state is generated in the
preparation device P , which is rotated by an angle ↵x 2 {0,↵}
relative to the measurement device M according to an input
setting x 2 {1, 2}. The state is then sent to M , where a
measurement yields one of two outcomes b 2 {±1}.

which also entails the security of our protocol against
post-quantum eavesdroppers.
The setup. We consider a semi-DI random number

generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the

spin	≤	
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality
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We show in Supplemental Material II that for our sce-
nario,
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2
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The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
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p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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We introduce a class of semi-device-independent protocols based on the breaking of spacetime
symmetries. In particular, we characterise how the response of physical systems to spatial rotations
constrains the probabilities of events that may be observed: in our setup, the set of quantum
correlations arises from rotational symmetry without assuming quantum physics. On a practical
level, our results allow for the generation of secure random numbers without trusting the devices
or assuming quantum theory. On a fundamental level, we open a theory-agnostic framework for
probing the interplay between probabilities of events (as prevalent in quantum mechanics) and the
properties of spacetime (as prevalent in relativity).

Introduction. Quantum field theory and general rel-
ativity, as they currently stand, describe two distinct
classes of physical phenomena: probabilities of events
on the one hand, and spacetime geometry on the other.
Large e↵orts are currently underway to construct a the-
ory of quantum gravity that would describe both classes
of phenomena and their interaction in a unified way.
Given the di�culties in this endeavour, one may start
with a more modest, but nonetheless illuminating ap-
proach: analyse how probabilities of detector clicks and
properties of spacetime interact, and what constraints
they impose on one another. Here, we propose to use
semi-device-independent (semi-DI) quantum information
protocols to study this interrelation.

DI and semi-DI approaches [1–9] treat devices in an
experiment as “black boxes”: no assumptions (or only
very mild ones) are made about the inner workings of
the devices, and the analysis relies on the observed input-
output statistics alone. While Bell and other DI black-
box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure sce-
nario sketched in Fig. 1, which can be used to generate
random numbers that are secure against eavesdroppers
with additional classical information [9, 12–16]. We de-
fine a class of semi-DI quantum random number genera-
tors based on an assumption about how the transmitted
system may respond to spatial rotations. Crucially, this
semi-DI assumption is representation-theoretic in nature,
thus recapturing the theory-independence characteristic
of the DI regime. We show that the exact shape of the set
of quantum correlations in this setup appears to emerge
as a direct consequence of the symmetries of spacetime,
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FIG. 1. Setup: A fixed but arbitrary state is generated in the
preparation device P , which is rotated by an angle ↵x 2 {0,↵}
relative to the measurement device M according to an input
setting x 2 {1, 2}. The state is then sent to M , where a
measurement yields one of two outcomes b 2 {±1}.

which also entails the security of our protocol against
post-quantum eavesdroppers.
The setup. We consider a semi-DI random number

generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the

spin	≤	
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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maximum spin J bound:

CJ,↵ := {E =
X

�

p(�)E� | E� 2 QJ,↵,E
� 2 {±1}⇥{±1}},

(5)
where {p(�)}� is a probability distribution. If J↵ < ⇡/2,
the states are not perfectly distinguishable, and so cor-
relations are limited to E� = (±1,±1); alternatively, if
J↵ � ⇡/2, the states can be perfectly distinguishable,
and so E� = (±1,⌥1) are also possible correlations.
Convex combinations of the former case gives the set
CJ,↵ = {(E1, E2)| � 1  E1 = E2  1}, whilst the latter
case gives all possible correlations.

So far only pure states have been considered. However,
it turns out that this is su�cient, as the set of mixed state
correlations, defined by

Q0

J,↵ := {(E1, E2) | Ex = tr(M⇢x), ⇢2 = U↵⇢1U
†

↵}, (6)

coincides precisely with QJ,↵. Clearly QJ,↵ ✓ Q0

J,↵,
and the converse Q0

J,↵ ✓ QJ,↵ can be proven by puri-
fying arbitrary states ⇢ using an ancilla system, without
adding any spin (for details, see Supplemental Material
IV). Thus, the set QJ,↵ is convex, which means that it
also describes scenarios where preparation ⇢1 and mea-
surementsMb fluctuate according to some shared random
variable � distributed ⇠ p(�), i.e.

P (b|↵) =
X

�

p(�)tr(Mb(�)U↵⇢1(�)U
†

↵) (7)

(where the input x 2 {0,↵} is chosen independently from
�). So far we have assumed that the constraint on the
maximum spin J holds exactly and in every run of the
experiment. However, in a more realistic scenario, one
may want to grant room for imperfections. This can be
taken into account by trusting only that the constraint
strictly holds with probability 1� �, with 0  � < 1, but
for probability � the system might carry arbitrarily high
spin. This leads to the relaxed quantum set

Q�
J,↵ = (1� �)QJ,↵ + � conv ({±1}⇥ {±1}) (8)

(+1,+1)(-1,+1)

(+1,-1)(-1,-1)

E2

E1

FIG. 2. The quantum and classical sets QJ,↵ (dark blue) and
CJ,↵ (dark red; line |E2 � E1| = 0), and the quantum and
classical relaxed sets Q�

J,↵ and C�
J,↵ for � 2 {0.15, 0.3}. We

set J = 1 and ↵ = 0.66 throughout.

depicted in Fig. 2, where conv denotes the convex
hull [24]. Similarly, replacing Q by C in this expression
defines the classical relaxed set C�

J,↵. For a full charac-
terisation of the relaxed quantum and classical sets, see
Supplemental Material V, where we also discuss types of
experimental uncertainties for which these sets are phys-
ically relevant. For example, we show that for coherent
states, where the photon number n follows a Poisson dis-
tribution on Fock space, the relaxed quantum set Q�

J,↵

with � = O(
p
⌘) characterises the relevant set of possible

correlations, with ⌘ := P (n > N) giving the probability
of a constraint on J(= N) failing (which tends to zero
exponentially in N).
Generating private randomness. Adapting the results

of [17], we can show that correlations in QJ,↵ outside
of the classical set admit the generation of private ran-
domness. Consider an eavesdropper Eve with classical
(but no quantum) side information who tries to guess
the value of b. Alice, who uses the setup of Fig. 1
to generate private random outcomes b, will in general
not have complete knowledge of all variables � 2 ⇤
of relevance for the experiment, which is expressed in
Eq. (7) by P (b|x) being the mixture

P
� p(�)P (b|x,�).

Eve, however, may have additional relevant informa-
tion � (in addition to knowing the inputs x), and Al-
ice would thus like to guarantee that the conditional
entropy H(B|X,⇤) = �

P
b,x,� p(b, x,�) log2 p(b|x,�)

is large, quantifying Eve’s di�culty to predict b.
Since H(B|X,⇤) =

P
� p(�)H(E�) where H(E) :=

� 1
2

P
b,x

1+bEx
2 log 1+bEx

2 , the amount of conditional en-
tropyH

? that Alice can guarantee if she observes correla-
tions E = (E1, E2), i.e. H(B|X,⇤) � H

?, is determined
by the optimisation problem

H
? = min

{p(�),E�}

X

�

p(�)H(E�)

subject to
X

�:E�2Q!
J,↵

p(�) � 1� "

and
X

�

p(�)E� = E. (9)

That is, H? tells us the number of certified bits of private
randomness against Eve, under the assumption that the
transmitted systems have spin at most J — or, rather,
when this assumption holds approximately (up to some
!), with high probability (1 � "). This quantity is non-
zero, H? ⌘ H

?
",!,↵ > 0, whenever the observed correla-

tions are outside of the relaxed classical set, E 62 C"
J,↵.

For " = ! = 0, this optimisation problem is equivalent
to the one in [17, Sec. 3.2] for the case that there is, in
the terminology of that paper, no max-average assump-
tion (see Supplemental Material VI). For determining
the numerical value of H?

0,0,↵, we thus refer the reader
to [17]. Furthermore, as we show in Supplemental Ma-
terial VII, we have a robustness bound for H?

",!,↵, which
reads

H
?
0,0,↵ � H

?
",!,↵ � H

?
0,0,↵+c("+!)+log(1� ")� " log(2/")

1� "
,
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We introduce a class of semi-device-independent protocols based on the breaking of spacetime
symmetries. In particular, we characterise how the response of physical systems to spatial rotations
constrains the probabilities of events that may be observed: in our setup, the set of quantum
correlations arises from rotational symmetry without assuming quantum physics. On a practical
level, our results allow for the generation of secure random numbers without trusting the devices
or assuming quantum theory. On a fundamental level, we open a theory-agnostic framework for
probing the interplay between probabilities of events (as prevalent in quantum mechanics) and the
properties of spacetime (as prevalent in relativity).

Introduction. Quantum field theory and general rel-
ativity, as they currently stand, describe two distinct
classes of physical phenomena: probabilities of events
on the one hand, and spacetime geometry on the other.
Large e↵orts are currently underway to construct a the-
ory of quantum gravity that would describe both classes
of phenomena and their interaction in a unified way.
Given the di�culties in this endeavour, one may start
with a more modest, but nonetheless illuminating ap-
proach: analyse how probabilities of detector clicks and
properties of spacetime interact, and what constraints
they impose on one another. Here, we propose to use
semi-device-independent (semi-DI) quantum information
protocols to study this interrelation.

DI and semi-DI approaches [1–9] treat devices in an
experiment as “black boxes”: no assumptions (or only
very mild ones) are made about the inner workings of
the devices, and the analysis relies on the observed input-
output statistics alone. While Bell and other DI black-
box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure sce-
nario sketched in Fig. 1, which can be used to generate
random numbers that are secure against eavesdroppers
with additional classical information [9, 12–16]. We de-
fine a class of semi-DI quantum random number genera-
tors based on an assumption about how the transmitted
system may respond to spatial rotations. Crucially, this
semi-DI assumption is representation-theoretic in nature,
thus recapturing the theory-independence characteristic
of the DI regime. We show that the exact shape of the set
of quantum correlations in this setup appears to emerge
as a direct consequence of the symmetries of spacetime,

⇤ CarolineLouise.Jones@oeaw.ac.at
† Stefan.Ludescher@oeaw.ac.at
CLJ and SLL contributed equally to this work.

FIG. 1. Setup: A fixed but arbitrary state is generated in the
preparation device P , which is rotated by an angle ↵x 2 {0,↵}
relative to the measurement device M according to an input
setting x 2 {1, 2}. The state is then sent to M , where a
measurement yields one of two outcomes b 2 {±1}.

which also entails the security of our protocol against
post-quantum eavesdroppers.
The setup. We consider a semi-DI random number

generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the

spin	≤	
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the

Theorem.	The	following	correlaQons	are	possible:
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the

3

maximum spin J bound:

CJ,↵ := {E =
X

�

p(�)E� | E� 2 QJ,↵,E
� 2 {±1}⇥{±1}},

(5)
where {p(�)}� is a probability distribution. If J↵ < ⇡/2,
the states are not perfectly distinguishable, and so cor-
relations are limited to E� = (±1,±1); alternatively, if
J↵ � ⇡/2, the states can be perfectly distinguishable,
and so E� = (±1,⌥1) are also possible correlations.
Convex combinations of the former case gives the set
CJ,↵ = {(E1, E2)| � 1  E1 = E2  1}, whilst the latter
case gives all possible correlations.

So far only pure states have been considered. However,
it turns out that this is su�cient, as the set of mixed state
correlations, defined by

Q0

J,↵ := {(E1, E2) | Ex = tr(M⇢x), ⇢2 = U↵⇢1U
†

↵}, (6)

coincides precisely with QJ,↵. Clearly QJ,↵ ✓ Q0

J,↵,
and the converse Q0

J,↵ ✓ QJ,↵ can be proven by puri-
fying arbitrary states ⇢ using an ancilla system, without
adding any spin (for details, see Supplemental Material
IV). Thus, the set QJ,↵ is convex, which means that it
also describes scenarios where preparation ⇢1 and mea-
surementsMb fluctuate according to some shared random
variable � distributed ⇠ p(�), i.e.

P (b|↵) =
X

�

p(�)tr(Mb(�)U↵⇢1(�)U
†

↵) (7)

(where the input x 2 {0,↵} is chosen independently from
�). So far we have assumed that the constraint on the
maximum spin J holds exactly and in every run of the
experiment. However, in a more realistic scenario, one
may want to grant room for imperfections. This can be
taken into account by trusting only that the constraint
strictly holds with probability 1� �, with 0  � < 1, but
for probability � the system might carry arbitrarily high
spin. This leads to the relaxed quantum set

Q�
J,↵ = (1� �)QJ,↵ + � conv ({±1}⇥ {±1}) (8)

(+1,+1)(-1,+1)

(+1,-1)(-1,-1)

E2

E1

FIG. 2. The quantum and classical sets QJ,↵ (dark blue) and
CJ,↵ (dark red; line |E2 � E1| = 0), and the quantum and
classical relaxed sets Q�

J,↵ and C�
J,↵ for � 2 {0.15, 0.3}. We

set J = 1 and ↵ = 0.66 throughout.

depicted in Fig. 2, where conv denotes the convex
hull [24]. Similarly, replacing Q by C in this expression
defines the classical relaxed set C�

J,↵. For a full charac-
terisation of the relaxed quantum and classical sets, see
Supplemental Material V, where we also discuss types of
experimental uncertainties for which these sets are phys-
ically relevant. For example, we show that for coherent
states, where the photon number n follows a Poisson dis-
tribution on Fock space, the relaxed quantum set Q�

J,↵

with � = O(
p
⌘) characterises the relevant set of possible

correlations, with ⌘ := P (n > N) giving the probability
of a constraint on J(= N) failing (which tends to zero
exponentially in N).
Generating private randomness. Adapting the results

of [17], we can show that correlations in QJ,↵ outside
of the classical set admit the generation of private ran-
domness. Consider an eavesdropper Eve with classical
(but no quantum) side information who tries to guess
the value of b. Alice, who uses the setup of Fig. 1
to generate private random outcomes b, will in general
not have complete knowledge of all variables � 2 ⇤
of relevance for the experiment, which is expressed in
Eq. (7) by P (b|x) being the mixture

P
� p(�)P (b|x,�).

Eve, however, may have additional relevant informa-
tion � (in addition to knowing the inputs x), and Al-
ice would thus like to guarantee that the conditional
entropy H(B|X,⇤) = �

P
b,x,� p(b, x,�) log2 p(b|x,�)

is large, quantifying Eve’s di�culty to predict b.
Since H(B|X,⇤) =

P
� p(�)H(E�) where H(E) :=

� 1
2

P
b,x

1+bEx
2 log 1+bEx

2 , the amount of conditional en-
tropyH

? that Alice can guarantee if she observes correla-
tions E = (E1, E2), i.e. H(B|X,⇤) � H

?, is determined
by the optimisation problem

H
? = min

{p(�),E�}

X

�

p(�)H(E�)

subject to
X

�:E�2Q!
J,↵

p(�) � 1� "

and
X

�

p(�)E� = E. (9)

That is, H? tells us the number of certified bits of private
randomness against Eve, under the assumption that the
transmitted systems have spin at most J — or, rather,
when this assumption holds approximately (up to some
!), with high probability (1 � "). This quantity is non-
zero, H? ⌘ H

?
",!,↵ > 0, whenever the observed correla-

tions are outside of the relaxed classical set, E 62 C"
J,↵.

For " = ! = 0, this optimisation problem is equivalent
to the one in [17, Sec. 3.2] for the case that there is, in
the terminology of that paper, no max-average assump-
tion (see Supplemental Material VI). For determining
the numerical value of H?

0,0,↵, we thus refer the reader
to [17]. Furthermore, as we show in Supplemental Ma-
terial VII, we have a robustness bound for H?

",!,↵, which
reads

H
?
0,0,↵ � H

?
",!,↵ � H

?
0,0,↵+c("+!)+log(1� ")� " log(2/")

1� "
,

Angle	
Rotated	and	unrotated	states	may	be	
orthogonal;	outcome	b	may	carry	perfect	
classical	info	on	x,	i.e.		
All	correlaQons	possible,	no	cerIfiable	
randomness.
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We introduce a class of semi-device-independent protocols based on the breaking of spacetime
symmetries. In particular, we characterise how the response of physical systems to spatial rotations
constrains the probabilities of events that may be observed: in our setup, the set of quantum
correlations arises from rotational symmetry without assuming quantum physics. On a practical
level, our results allow for the generation of secure random numbers without trusting the devices
or assuming quantum theory. On a fundamental level, we open a theory-agnostic framework for
probing the interplay between probabilities of events (as prevalent in quantum mechanics) and the
properties of spacetime (as prevalent in relativity).

Introduction. Quantum field theory and general rel-
ativity, as they currently stand, describe two distinct
classes of physical phenomena: probabilities of events
on the one hand, and spacetime geometry on the other.
Large e↵orts are currently underway to construct a the-
ory of quantum gravity that would describe both classes
of phenomena and their interaction in a unified way.
Given the di�culties in this endeavour, one may start
with a more modest, but nonetheless illuminating ap-
proach: analyse how probabilities of detector clicks and
properties of spacetime interact, and what constraints
they impose on one another. Here, we propose to use
semi-device-independent (semi-DI) quantum information
protocols to study this interrelation.

DI and semi-DI approaches [1–9] treat devices in an
experiment as “black boxes”: no assumptions (or only
very mild ones) are made about the inner workings of
the devices, and the analysis relies on the observed input-
output statistics alone. While Bell and other DI black-
box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure sce-
nario sketched in Fig. 1, which can be used to generate
random numbers that are secure against eavesdroppers
with additional classical information [9, 12–16]. We de-
fine a class of semi-DI quantum random number genera-
tors based on an assumption about how the transmitted
system may respond to spatial rotations. Crucially, this
semi-DI assumption is representation-theoretic in nature,
thus recapturing the theory-independence characteristic
of the DI regime. We show that the exact shape of the set
of quantum correlations in this setup appears to emerge
as a direct consequence of the symmetries of spacetime,

⇤ CarolineLouise.Jones@oeaw.ac.at
† Stefan.Ludescher@oeaw.ac.at
CLJ and SLL contributed equally to this work.

FIG. 1. Setup: A fixed but arbitrary state is generated in the
preparation device P , which is rotated by an angle ↵x 2 {0,↵}
relative to the measurement device M according to an input
setting x 2 {1, 2}. The state is then sent to M , where a
measurement yields one of two outcomes b 2 {±1}.

which also entails the security of our protocol against
post-quantum eavesdroppers.
The setup. We consider a semi-DI random number

generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the

spin	≤	
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality
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We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality
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We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the
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2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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maximum spin J bound:

CJ,↵ := {E =
X

�

p(�)E� | E� 2 QJ,↵,E
� 2 {±1}⇥{±1}},

(5)
where {p(�)}� is a probability distribution. If J↵ < ⇡/2,
the states are not perfectly distinguishable, and so cor-
relations are limited to E� = (±1,±1); alternatively, if
J↵ � ⇡/2, the states can be perfectly distinguishable,
and so E� = (±1,⌥1) are also possible correlations.
Convex combinations of the former case gives the set
CJ,↵ = {(E1, E2)| � 1  E1 = E2  1}, whilst the latter
case gives all possible correlations.

So far only pure states have been considered. However,
it turns out that this is su�cient, as the set of mixed state
correlations, defined by

Q0

J,↵ := {(E1, E2) | Ex = tr(M⇢x), ⇢2 = U↵⇢1U
†

↵}, (6)

coincides precisely with QJ,↵. Clearly QJ,↵ ✓ Q0

J,↵,
and the converse Q0

J,↵ ✓ QJ,↵ can be proven by puri-
fying arbitrary states ⇢ using an ancilla system, without
adding any spin (for details, see Supplemental Material
IV). Thus, the set QJ,↵ is convex, which means that it
also describes scenarios where preparation ⇢1 and mea-
surementsMb fluctuate according to some shared random
variable � distributed ⇠ p(�), i.e.

P (b|↵) =
X

�

p(�)tr(Mb(�)U↵⇢1(�)U
†

↵) (7)

(where the input x 2 {0,↵} is chosen independently from
�). So far we have assumed that the constraint on the
maximum spin J holds exactly and in every run of the
experiment. However, in a more realistic scenario, one
may want to grant room for imperfections. This can be
taken into account by trusting only that the constraint
strictly holds with probability 1� �, with 0  � < 1, but
for probability � the system might carry arbitrarily high
spin. This leads to the relaxed quantum set

Q�
J,↵ = (1� �)QJ,↵ + � conv ({±1}⇥ {±1}) (8)

(+1,+1)(-1,+1)

(+1,-1)(-1,-1)

E2

E1

FIG. 2. The quantum and classical sets QJ,↵ (dark blue) and
CJ,↵ (dark red; line |E2 � E1| = 0), and the quantum and
classical relaxed sets Q�

J,↵ and C�
J,↵ for � 2 {0.15, 0.3}. We

set J = 1 and ↵ = 0.66 throughout.

depicted in Fig. 2, where conv denotes the convex
hull [24]. Similarly, replacing Q by C in this expression
defines the classical relaxed set C�

J,↵. For a full charac-
terisation of the relaxed quantum and classical sets, see
Supplemental Material V, where we also discuss types of
experimental uncertainties for which these sets are phys-
ically relevant. For example, we show that for coherent
states, where the photon number n follows a Poisson dis-
tribution on Fock space, the relaxed quantum set Q�

J,↵

with � = O(
p
⌘) characterises the relevant set of possible

correlations, with ⌘ := P (n > N) giving the probability
of a constraint on J(= N) failing (which tends to zero
exponentially in N).
Generating private randomness. Adapting the results

of [17], we can show that correlations in QJ,↵ outside
of the classical set admit the generation of private ran-
domness. Consider an eavesdropper Eve with classical
(but no quantum) side information who tries to guess
the value of b. Alice, who uses the setup of Fig. 1
to generate private random outcomes b, will in general
not have complete knowledge of all variables � 2 ⇤
of relevance for the experiment, which is expressed in
Eq. (7) by P (b|x) being the mixture

P
� p(�)P (b|x,�).

Eve, however, may have additional relevant informa-
tion � (in addition to knowing the inputs x), and Al-
ice would thus like to guarantee that the conditional
entropy H(B|X,⇤) = �

P
b,x,� p(b, x,�) log2 p(b|x,�)

is large, quantifying Eve’s di�culty to predict b.
Since H(B|X,⇤) =

P
� p(�)H(E�) where H(E) :=

� 1
2

P
b,x

1+bEx
2 log 1+bEx

2 , the amount of conditional en-
tropyH

? that Alice can guarantee if she observes correla-
tions E = (E1, E2), i.e. H(B|X,⇤) � H

?, is determined
by the optimisation problem

H
? = min

{p(�),E�}

X

�

p(�)H(E�)

subject to
X

�:E�2Q!
J,↵

p(�) � 1� "

and
X

�

p(�)E� = E. (9)

That is, H? tells us the number of certified bits of private
randomness against Eve, under the assumption that the
transmitted systems have spin at most J — or, rather,
when this assumption holds approximately (up to some
!), with high probability (1 � "). This quantity is non-
zero, H? ⌘ H

?
",!,↵ > 0, whenever the observed correla-

tions are outside of the relaxed classical set, E 62 C"
J,↵.

For " = ! = 0, this optimisation problem is equivalent
to the one in [17, Sec. 3.2] for the case that there is, in
the terminology of that paper, no max-average assump-
tion (see Supplemental Material VI). For determining
the numerical value of H?

0,0,↵, we thus refer the reader
to [17]. Furthermore, as we show in Supplemental Ma-
terial VII, we have a robustness bound for H?

",!,↵, which
reads

H
?
0,0,↵ � H

?
",!,↵ � H

?
0,0,↵+c("+!)+log(1� ")� " log(2/")

1� "
,

The	curved	set	of	correlaQons	is	possible.	
b	cannot	carry	full	informaQon	on	x,	hence	
b	must	contain	some	randomness,	even	
relaQve	to	classical	side	informaQon		
if	E	outside	the	red	(“classical”)	line:
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non-zero	amount	of	cerQfied	randomness.
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We introduce a class of semi-device-independent protocols based on the breaking of spacetime
symmetries. In particular, we characterise how the response of physical systems to spatial rotations
constrains the probabilities of events that may be observed: in our setup, the set of quantum
correlations arises from rotational symmetry without assuming quantum physics. On a practical
level, our results allow for the generation of secure random numbers without trusting the devices
or assuming quantum theory. On a fundamental level, we open a theory-agnostic framework for
probing the interplay between probabilities of events (as prevalent in quantum mechanics) and the
properties of spacetime (as prevalent in relativity).

Introduction. Quantum field theory and general rel-
ativity, as they currently stand, describe two distinct
classes of physical phenomena: probabilities of events
on the one hand, and spacetime geometry on the other.
Large e↵orts are currently underway to construct a the-
ory of quantum gravity that would describe both classes
of phenomena and their interaction in a unified way.
Given the di�culties in this endeavour, one may start
with a more modest, but nonetheless illuminating ap-
proach: analyse how probabilities of detector clicks and
properties of spacetime interact, and what constraints
they impose on one another. Here, we propose to use
semi-device-independent (semi-DI) quantum information
protocols to study this interrelation.

DI and semi-DI approaches [1–9] treat devices in an
experiment as “black boxes”: no assumptions (or only
very mild ones) are made about the inner workings of
the devices, and the analysis relies on the observed input-
output statistics alone. While Bell and other DI black-
box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure sce-
nario sketched in Fig. 1, which can be used to generate
random numbers that are secure against eavesdroppers
with additional classical information [9, 12–16]. We de-
fine a class of semi-DI quantum random number genera-
tors based on an assumption about how the transmitted
system may respond to spatial rotations. Crucially, this
semi-DI assumption is representation-theoretic in nature,
thus recapturing the theory-independence characteristic
of the DI regime. We show that the exact shape of the set
of quantum correlations in this setup appears to emerge
as a direct consequence of the symmetries of spacetime,

⇤ CarolineLouise.Jones@oeaw.ac.at
† Stefan.Ludescher@oeaw.ac.at
CLJ and SLL contributed equally to this work.

FIG. 1. Setup: A fixed but arbitrary state is generated in the
preparation device P , which is rotated by an angle ↵x 2 {0,↵}
relative to the measurement device M according to an input
setting x 2 {1, 2}. The state is then sent to M , where a
measurement yields one of two outcomes b 2 {±1}.

which also entails the security of our protocol against
post-quantum eavesdroppers.
The setup. We consider a semi-DI random number

generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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maximum spin J bound:

CJ,↵ := {E =
X

�

p(�)E� | E� 2 QJ,↵,E
� 2 {±1}⇥{±1}},

(5)
where {p(�)}� is a probability distribution. If J↵ < ⇡/2,
the states are not perfectly distinguishable, and so cor-
relations are limited to E� = (±1,±1); alternatively, if
J↵ � ⇡/2, the states can be perfectly distinguishable,
and so E� = (±1,⌥1) are also possible correlations.
Convex combinations of the former case gives the set
CJ,↵ = {(E1, E2)| � 1  E1 = E2  1}, whilst the latter
case gives all possible correlations.

So far only pure states have been considered. However,
it turns out that this is su�cient, as the set of mixed state
correlations, defined by

Q0

J,↵ := {(E1, E2) | Ex = tr(M⇢x), ⇢2 = U↵⇢1U
†

↵}, (6)

coincides precisely with QJ,↵. Clearly QJ,↵ ✓ Q0

J,↵,
and the converse Q0

J,↵ ✓ QJ,↵ can be proven by puri-
fying arbitrary states ⇢ using an ancilla system, without
adding any spin (for details, see Supplemental Material
IV). Thus, the set QJ,↵ is convex, which means that it
also describes scenarios where preparation ⇢1 and mea-
surementsMb fluctuate according to some shared random
variable � distributed ⇠ p(�), i.e.

P (b|↵) =
X

�

p(�)tr(Mb(�)U↵⇢1(�)U
†

↵) (7)

(where the input x 2 {0,↵} is chosen independently from
�). So far we have assumed that the constraint on the
maximum spin J holds exactly and in every run of the
experiment. However, in a more realistic scenario, one
may want to grant room for imperfections. This can be
taken into account by trusting only that the constraint
strictly holds with probability 1� �, with 0  � < 1, but
for probability � the system might carry arbitrarily high
spin. This leads to the relaxed quantum set

Q�
J,↵ = (1� �)QJ,↵ + � conv ({±1}⇥ {±1}) (8)

(+1,+1)(-1,+1)

(+1,-1)(-1,-1)

E2

E1

FIG. 2. The quantum and classical sets QJ,↵ (dark blue) and
CJ,↵ (dark red; line |E2 � E1| = 0), and the quantum and
classical relaxed sets Q�

J,↵ and C�
J,↵ for � 2 {0.15, 0.3}. We

set J = 1 and ↵ = 0.66 throughout.

depicted in Fig. 2, where conv denotes the convex
hull [24]. Similarly, replacing Q by C in this expression
defines the classical relaxed set C�

J,↵. For a full charac-
terisation of the relaxed quantum and classical sets, see
Supplemental Material V, where we also discuss types of
experimental uncertainties for which these sets are phys-
ically relevant. For example, we show that for coherent
states, where the photon number n follows a Poisson dis-
tribution on Fock space, the relaxed quantum set Q�

J,↵

with � = O(
p
⌘) characterises the relevant set of possible

correlations, with ⌘ := P (n > N) giving the probability
of a constraint on J(= N) failing (which tends to zero
exponentially in N).
Generating private randomness. Adapting the results

of [17], we can show that correlations in QJ,↵ outside
of the classical set admit the generation of private ran-
domness. Consider an eavesdropper Eve with classical
(but no quantum) side information who tries to guess
the value of b. Alice, who uses the setup of Fig. 1
to generate private random outcomes b, will in general
not have complete knowledge of all variables � 2 ⇤
of relevance for the experiment, which is expressed in
Eq. (7) by P (b|x) being the mixture

P
� p(�)P (b|x,�).

Eve, however, may have additional relevant informa-
tion � (in addition to knowing the inputs x), and Al-
ice would thus like to guarantee that the conditional
entropy H(B|X,⇤) = �

P
b,x,� p(b, x,�) log2 p(b|x,�)

is large, quantifying Eve’s di�culty to predict b.
Since H(B|X,⇤) =

P
� p(�)H(E�) where H(E) :=

� 1
2

P
b,x

1+bEx
2 log 1+bEx

2 , the amount of conditional en-
tropyH

? that Alice can guarantee if she observes correla-
tions E = (E1, E2), i.e. H(B|X,⇤) � H

?, is determined
by the optimisation problem

H
? = min

{p(�),E�}

X

�

p(�)H(E�)

subject to
X

�:E�2Q!
J,↵

p(�) � 1� "

and
X

�

p(�)E� = E. (9)

That is, H? tells us the number of certified bits of private
randomness against Eve, under the assumption that the
transmitted systems have spin at most J — or, rather,
when this assumption holds approximately (up to some
!), with high probability (1 � "). This quantity is non-
zero, H? ⌘ H

?
",!,↵ > 0, whenever the observed correla-

tions are outside of the relaxed classical set, E 62 C"
J,↵.

For " = ! = 0, this optimisation problem is equivalent
to the one in [17, Sec. 3.2] for the case that there is, in
the terminology of that paper, no max-average assump-
tion (see Supplemental Material VI). For determining
the numerical value of H?

0,0,↵, we thus refer the reader
to [17]. Furthermore, as we show in Supplemental Ma-
terial VII, we have a robustness bound for H?

",!,↵, which
reads

H
?
0,0,↵ � H

?
",!,↵ � H

?
0,0,↵+c("+!)+log(1� ")� " log(2/")

1� "
,
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where {p(�)}� is a probability distribution. If J↵ < ⇡/2,
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J↵ � ⇡/2, the states can be perfectly distinguishable,
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case gives all possible correlations.
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fying arbitrary states ⇢ using an ancilla system, without
adding any spin (for details, see Supplemental Material
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also describes scenarios where preparation ⇢1 and mea-
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variable � distributed ⇠ p(�), i.e.
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(where the input x 2 {0,↵} is chosen independently from
�). So far we have assumed that the constraint on the
maximum spin J holds exactly and in every run of the
experiment. However, in a more realistic scenario, one
may want to grant room for imperfections. This can be
taken into account by trusting only that the constraint
strictly holds with probability 1� �, with 0  � < 1, but
for probability � the system might carry arbitrarily high
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states, where the photon number n follows a Poisson dis-
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correlations, with ⌘ := P (n > N) giving the probability
of a constraint on J(= N) failing (which tends to zero
exponentially in N).
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of [17], we can show that correlations in QJ,↵ outside
of the classical set admit the generation of private ran-
domness. Consider an eavesdropper Eve with classical
(but no quantum) side information who tries to guess
the value of b. Alice, who uses the setup of Fig. 1
to generate private random outcomes b, will in general
not have complete knowledge of all variables � 2 ⇤
of relevance for the experiment, which is expressed in
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randomness against Eve, under the assumption that the
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tion (see Supplemental Material VI). For determining
the numerical value of H?

0,0,↵, we thus refer the reader
to [17]. Furthermore, as we show in Supplemental Ma-
terial VII, we have a robustness bound for H?

",!,↵, which
reads

H
?
0,0,↵ � H

?
",!,↵ � H

?
0,0,↵+c("+!)+log(1� ")� " log(2/")

1� "
,

<latexit sha1_base64="WH5TZcdBaPVNxH57g3rbMREPEmw=">AAACBHicbVC7TsMwFHV4lvIKMHaxqJCKVFUJ4jVWsHRgKBJ9SE2oHMdprTpOsB2kKnRg4VdYGECIlY9g429w2wzQciRLR+fco+t7vJhRqSzr21hYXFpeWc2t5dc3Nre2zZ3dpowSgUkDRywSbQ9JwignDUUVI+1YEBR6jLS8weXYb90TIWnEb9QwJm6IepwGFCOlpa5ZqJUuHtpl50pHfHTo9MgdrN06UiFR7ppFq2JNAOeJnZEiyFDvml+OH+EkJFxhhqTs2Fas3BQJRTEjo7yTSBIjPEA90tGUo5BIN50cMYIHWvFhEAn9uIIT9XciRaGUw9DTkyFSfTnrjcX/vE6ignM3pTxOFOF4uihIGFQRHDcCfSoIVmyoCcKC6r9C3EcCYaV7y+sS7NmT50nzqGKfVk6uj4vValZHDhTAPigBG5yBKqiBOmgADB7BM3gFb8aT8WK8Gx/T0QUjy+yBPzA+fwCqwpba</latexit>

H(B|X,⇤) � H
?
,

Up	to	prob.	∊,	all	“hidden”	
systems	saQsfy	spin	bound	
approximately.
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Theory-independent randomness generation with spacetime symmetries
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We introduce a class of semi-device-independent protocols based on the breaking of spacetime
symmetries. In particular, we characterise how the response of physical systems to spatial rotations
constrains the probabilities of events that may be observed: in our setup, the set of quantum
correlations arises from rotational symmetry without assuming quantum physics. On a practical
level, our results allow for the generation of secure random numbers without trusting the devices
or assuming quantum theory. On a fundamental level, we open a theory-agnostic framework for
probing the interplay between probabilities of events (as prevalent in quantum mechanics) and the
properties of spacetime (as prevalent in relativity).

Introduction. Quantum field theory and general rel-
ativity, as they currently stand, describe two distinct
classes of physical phenomena: probabilities of events
on the one hand, and spacetime geometry on the other.
Large e↵orts are currently underway to construct a the-
ory of quantum gravity that would describe both classes
of phenomena and their interaction in a unified way.
Given the di�culties in this endeavour, one may start
with a more modest, but nonetheless illuminating ap-
proach: analyse how probabilities of detector clicks and
properties of spacetime interact, and what constraints
they impose on one another. Here, we propose to use
semi-device-independent (semi-DI) quantum information
protocols to study this interrelation.

DI and semi-DI approaches [1–9] treat devices in an
experiment as “black boxes”: no assumptions (or only
very mild ones) are made about the inner workings of
the devices, and the analysis relies on the observed input-
output statistics alone. While Bell and other DI black-
box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure sce-
nario sketched in Fig. 1, which can be used to generate
random numbers that are secure against eavesdroppers
with additional classical information [9, 12–16]. We de-
fine a class of semi-DI quantum random number genera-
tors based on an assumption about how the transmitted
system may respond to spatial rotations. Crucially, this
semi-DI assumption is representation-theoretic in nature,
thus recapturing the theory-independence characteristic
of the DI regime. We show that the exact shape of the set
of quantum correlations in this setup appears to emerge
as a direct consequence of the symmetries of spacetime,

⇤ CarolineLouise.Jones@oeaw.ac.at
† Stefan.Ludescher@oeaw.ac.at
CLJ and SLL contributed equally to this work.

FIG. 1. Setup: A fixed but arbitrary state is generated in the
preparation device P , which is rotated by an angle ↵x 2 {0,↵}
relative to the measurement device M according to an input
setting x 2 {1, 2}. The state is then sent to M , where a
measurement yields one of two outcomes b 2 {±1}.

which also entails the security of our protocol against
post-quantum eavesdroppers.
The setup. We consider a semi-DI random number

generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of

2

H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality
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We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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We introduce a class of semi-device-independent protocols based on the breaking of spacetime
symmetries. In particular, we characterise how the response of physical systems to spatial rotations
constrains the probabilities of events that may be observed: in our setup, the set of quantum
correlations arises from rotational symmetry without assuming quantum physics. On a practical
level, our results allow for the generation of secure random numbers without trusting the devices
or assuming quantum theory. On a fundamental level, we open a theory-agnostic framework for
probing the interplay between probabilities of events (as prevalent in quantum mechanics) and the
properties of spacetime (as prevalent in relativity).

Introduction. Quantum field theory and general rel-
ativity, as they currently stand, describe two distinct
classes of physical phenomena: probabilities of events
on the one hand, and spacetime geometry on the other.
Large e↵orts are currently underway to construct a the-
ory of quantum gravity that would describe both classes
of phenomena and their interaction in a unified way.
Given the di�culties in this endeavour, one may start
with a more modest, but nonetheless illuminating ap-
proach: analyse how probabilities of detector clicks and
properties of spacetime interact, and what constraints
they impose on one another. Here, we propose to use
semi-device-independent (semi-DI) quantum information
protocols to study this interrelation.

DI and semi-DI approaches [1–9] treat devices in an
experiment as “black boxes”: no assumptions (or only
very mild ones) are made about the inner workings of
the devices, and the analysis relies on the observed input-
output statistics alone. While Bell and other DI black-
box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure sce-
nario sketched in Fig. 1, which can be used to generate
random numbers that are secure against eavesdroppers
with additional classical information [9, 12–16]. We de-
fine a class of semi-DI quantum random number genera-
tors based on an assumption about how the transmitted
system may respond to spatial rotations. Crucially, this
semi-DI assumption is representation-theoretic in nature,
thus recapturing the theory-independence characteristic
of the DI regime. We show that the exact shape of the set
of quantum correlations in this setup appears to emerge
as a direct consequence of the symmetries of spacetime,
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FIG. 1. Setup: A fixed but arbitrary state is generated in the
preparation device P , which is rotated by an angle ↵x 2 {0,↵}
relative to the measurement device M according to an input
setting x 2 {1, 2}. The state is then sent to M , where a
measurement yields one of two outcomes b 2 {±1}.

which also entails the security of our protocol against
post-quantum eavesdroppers.
The setup. We consider a semi-DI random number

generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of

2

H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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• Can	we	understand	our	SDI	assumpQon	without	assuming	QT?	
• Can	we	use	the	protocol	to	cerQfy	random	numbers	without	QT?	
• Can	we	understand	the	curved	boundary	of	correlaQons	from	spaQal	
symmetry	alone,	without	assuming	QT?

RotaQon	boxes	beyond	quantum	theory
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We introduce a class of semi-device-independent protocols based on the breaking of spacetime
symmetries. In particular, we characterise how the response of physical systems to spatial rotations
constrains the probabilities of events that may be observed: in our setup, the set of quantum
correlations arises from rotational symmetry without assuming quantum physics. On a practical
level, our results allow for the generation of secure random numbers without trusting the devices
or assuming quantum theory. On a fundamental level, we open a theory-agnostic framework for
probing the interplay between probabilities of events (as prevalent in quantum mechanics) and the
properties of spacetime (as prevalent in relativity).

Introduction. Quantum field theory and general rel-
ativity, as they currently stand, describe two distinct
classes of physical phenomena: probabilities of events
on the one hand, and spacetime geometry on the other.
Large e↵orts are currently underway to construct a the-
ory of quantum gravity that would describe both classes
of phenomena and their interaction in a unified way.
Given the di�culties in this endeavour, one may start
with a more modest, but nonetheless illuminating ap-
proach: analyse how probabilities of detector clicks and
properties of spacetime interact, and what constraints
they impose on one another. Here, we propose to use
semi-device-independent (semi-DI) quantum information
protocols to study this interrelation.

DI and semi-DI approaches [1–9] treat devices in an
experiment as “black boxes”: no assumptions (or only
very mild ones) are made about the inner workings of
the devices, and the analysis relies on the observed input-
output statistics alone. While Bell and other DI black-
box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure sce-
nario sketched in Fig. 1, which can be used to generate
random numbers that are secure against eavesdroppers
with additional classical information [9, 12–16]. We de-
fine a class of semi-DI quantum random number genera-
tors based on an assumption about how the transmitted
system may respond to spatial rotations. Crucially, this
semi-DI assumption is representation-theoretic in nature,
thus recapturing the theory-independence characteristic
of the DI regime. We show that the exact shape of the set
of quantum correlations in this setup appears to emerge
as a direct consequence of the symmetries of spacetime,
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FIG. 1. Setup: A fixed but arbitrary state is generated in the
preparation device P , which is rotated by an angle ↵x 2 {0,↵}
relative to the measurement device M according to an input
setting x 2 {1, 2}. The state is then sent to M , where a
measurement yields one of two outcomes b 2 {±1}.

which also entails the security of our protocol against
post-quantum eavesdroppers.
The setup. We consider a semi-DI random number

generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of

2

H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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• Can	we	understand	our	SDI	assumpQon	without	assuming	QT?	
• Can	we	use	the	protocol	to	cerQfy	random	numbers	without	QT?	
• Can	we	understand	the	curved	boundary	of	correlaQons	from	spaQal	
symmetry	alone,	without	assuming	QT?

3

maximum spin J bound:

CJ,↵ := {E =
X

�

p(�)E� | E� 2 QJ,↵,E
� 2 {±1}⇥{±1}},

(5)
where {p(�)}� is a probability distribution. If J↵ < ⇡/2,
the states are not perfectly distinguishable, and so cor-
relations are limited to E� = (±1,±1); alternatively, if
J↵ � ⇡/2, the states can be perfectly distinguishable,
and so E� = (±1,⌥1) are also possible correlations.
Convex combinations of the former case gives the set
CJ,↵ = {(E1, E2)| � 1  E1 = E2  1}, whilst the latter
case gives all possible correlations.

So far only pure states have been considered. However,
it turns out that this is su�cient, as the set of mixed state
correlations, defined by

Q0

J,↵ := {(E1, E2) | Ex = tr(M⇢x), ⇢2 = U↵⇢1U
†

↵}, (6)

coincides precisely with QJ,↵. Clearly QJ,↵ ✓ Q0

J,↵,
and the converse Q0

J,↵ ✓ QJ,↵ can be proven by puri-
fying arbitrary states ⇢ using an ancilla system, without
adding any spin (for details, see Supplemental Material
IV). Thus, the set QJ,↵ is convex, which means that it
also describes scenarios where preparation ⇢1 and mea-
surementsMb fluctuate according to some shared random
variable � distributed ⇠ p(�), i.e.

P (b|↵) =
X

�

p(�)tr(Mb(�)U↵⇢1(�)U
†

↵) (7)

(where the input x 2 {0,↵} is chosen independently from
�). So far we have assumed that the constraint on the
maximum spin J holds exactly and in every run of the
experiment. However, in a more realistic scenario, one
may want to grant room for imperfections. This can be
taken into account by trusting only that the constraint
strictly holds with probability 1� �, with 0  � < 1, but
for probability � the system might carry arbitrarily high
spin. This leads to the relaxed quantum set

Q�
J,↵ = (1� �)QJ,↵ + � conv ({±1}⇥ {±1}) (8)

(+1,+1)(-1,+1)

(+1,-1)(-1,-1)

E2

E1

FIG. 2. The quantum and classical sets QJ,↵ (dark blue) and
CJ,↵ (dark red; line |E2 � E1| = 0), and the quantum and
classical relaxed sets Q�

J,↵ and C�
J,↵ for � 2 {0.15, 0.3}. We

set J = 1 and ↵ = 0.66 throughout.

depicted in Fig. 2, where conv denotes the convex
hull [24]. Similarly, replacing Q by C in this expression
defines the classical relaxed set C�

J,↵. For a full charac-
terisation of the relaxed quantum and classical sets, see
Supplemental Material V, where we also discuss types of
experimental uncertainties for which these sets are phys-
ically relevant. For example, we show that for coherent
states, where the photon number n follows a Poisson dis-
tribution on Fock space, the relaxed quantum set Q�

J,↵

with � = O(
p
⌘) characterises the relevant set of possible

correlations, with ⌘ := P (n > N) giving the probability
of a constraint on J(= N) failing (which tends to zero
exponentially in N).
Generating private randomness. Adapting the results

of [17], we can show that correlations in QJ,↵ outside
of the classical set admit the generation of private ran-
domness. Consider an eavesdropper Eve with classical
(but no quantum) side information who tries to guess
the value of b. Alice, who uses the setup of Fig. 1
to generate private random outcomes b, will in general
not have complete knowledge of all variables � 2 ⇤
of relevance for the experiment, which is expressed in
Eq. (7) by P (b|x) being the mixture

P
� p(�)P (b|x,�).

Eve, however, may have additional relevant informa-
tion � (in addition to knowing the inputs x), and Al-
ice would thus like to guarantee that the conditional
entropy H(B|X,⇤) = �

P
b,x,� p(b, x,�) log2 p(b|x,�)

is large, quantifying Eve’s di�culty to predict b.
Since H(B|X,⇤) =

P
� p(�)H(E�) where H(E) :=

� 1
2

P
b,x

1+bEx
2 log 1+bEx

2 , the amount of conditional en-
tropyH

? that Alice can guarantee if she observes correla-
tions E = (E1, E2), i.e. H(B|X,⇤) � H

?, is determined
by the optimisation problem

H
? = min

{p(�),E�}

X

�

p(�)H(E�)

subject to
X

�:E�2Q!
J,↵

p(�) � 1� "

and
X

�

p(�)E� = E. (9)

That is, H? tells us the number of certified bits of private
randomness against Eve, under the assumption that the
transmitted systems have spin at most J — or, rather,
when this assumption holds approximately (up to some
!), with high probability (1 � "). This quantity is non-
zero, H? ⌘ H

?
",!,↵ > 0, whenever the observed correla-

tions are outside of the relaxed classical set, E 62 C"
J,↵.

For " = ! = 0, this optimisation problem is equivalent
to the one in [17, Sec. 3.2] for the case that there is, in
the terminology of that paper, no max-average assump-
tion (see Supplemental Material VI). For determining
the numerical value of H?

0,0,↵, we thus refer the reader
to [17]. Furthermore, as we show in Supplemental Ma-
terial VII, we have a robustness bound for H?

",!,↵, which
reads

H
?
0,0,↵ � H

?
",!,↵ � H

?
0,0,↵+c("+!)+log(1� ")� " log(2/")

1� "
,
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We introduce a class of semi-device-independent protocols based on the breaking of spacetime
symmetries. In particular, we characterise how the response of physical systems to spatial rotations
constrains the probabilities of events that may be observed: in our setup, the set of quantum
correlations arises from rotational symmetry without assuming quantum physics. On a practical
level, our results allow for the generation of secure random numbers without trusting the devices
or assuming quantum theory. On a fundamental level, we open a theory-agnostic framework for
probing the interplay between probabilities of events (as prevalent in quantum mechanics) and the
properties of spacetime (as prevalent in relativity).

Introduction. Quantum field theory and general rel-
ativity, as they currently stand, describe two distinct
classes of physical phenomena: probabilities of events
on the one hand, and spacetime geometry on the other.
Large e↵orts are currently underway to construct a the-
ory of quantum gravity that would describe both classes
of phenomena and their interaction in a unified way.
Given the di�culties in this endeavour, one may start
with a more modest, but nonetheless illuminating ap-
proach: analyse how probabilities of detector clicks and
properties of spacetime interact, and what constraints
they impose on one another. Here, we propose to use
semi-device-independent (semi-DI) quantum information
protocols to study this interrelation.

DI and semi-DI approaches [1–9] treat devices in an
experiment as “black boxes”: no assumptions (or only
very mild ones) are made about the inner workings of
the devices, and the analysis relies on the observed input-
output statistics alone. While Bell and other DI black-
box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure sce-
nario sketched in Fig. 1, which can be used to generate
random numbers that are secure against eavesdroppers
with additional classical information [9, 12–16]. We de-
fine a class of semi-DI quantum random number genera-
tors based on an assumption about how the transmitted
system may respond to spatial rotations. Crucially, this
semi-DI assumption is representation-theoretic in nature,
thus recapturing the theory-independence characteristic
of the DI regime. We show that the exact shape of the set
of quantum correlations in this setup appears to emerge
as a direct consequence of the symmetries of spacetime,

⇤ CarolineLouise.Jones@oeaw.ac.at
† Stefan.Ludescher@oeaw.ac.at
CLJ and SLL contributed equally to this work.

FIG. 1. Setup: A fixed but arbitrary state is generated in the
preparation device P , which is rotated by an angle ↵x 2 {0,↵}
relative to the measurement device M according to an input
setting x 2 {1, 2}. The state is then sent to M , where a
measurement yields one of two outcomes b 2 {±1}.

which also entails the security of our protocol against
post-quantum eavesdroppers.
The setup. We consider a semi-DI random number

generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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maximum spin J bound:

CJ,↵ := {E =
X

�

p(�)E� | E� 2 QJ,↵,E
� 2 {±1}⇥{±1}},

(5)
where {p(�)}� is a probability distribution. If J↵ < ⇡/2,
the states are not perfectly distinguishable, and so cor-
relations are limited to E� = (±1,±1); alternatively, if
J↵ � ⇡/2, the states can be perfectly distinguishable,
and so E� = (±1,⌥1) are also possible correlations.
Convex combinations of the former case gives the set
CJ,↵ = {(E1, E2)| � 1  E1 = E2  1}, whilst the latter
case gives all possible correlations.

So far only pure states have been considered. However,
it turns out that this is su�cient, as the set of mixed state
correlations, defined by

Q0

J,↵ := {(E1, E2) | Ex = tr(M⇢x), ⇢2 = U↵⇢1U
†

↵}, (6)

coincides precisely with QJ,↵. Clearly QJ,↵ ✓ Q0

J,↵,
and the converse Q0

J,↵ ✓ QJ,↵ can be proven by puri-
fying arbitrary states ⇢ using an ancilla system, without
adding any spin (for details, see Supplemental Material
IV). Thus, the set QJ,↵ is convex, which means that it
also describes scenarios where preparation ⇢1 and mea-
surementsMb fluctuate according to some shared random
variable � distributed ⇠ p(�), i.e.

P (b|↵) =
X

�

p(�)tr(Mb(�)U↵⇢1(�)U
†

↵) (7)

(where the input x 2 {0,↵} is chosen independently from
�). So far we have assumed that the constraint on the
maximum spin J holds exactly and in every run of the
experiment. However, in a more realistic scenario, one
may want to grant room for imperfections. This can be
taken into account by trusting only that the constraint
strictly holds with probability 1� �, with 0  � < 1, but
for probability � the system might carry arbitrarily high
spin. This leads to the relaxed quantum set

Q�
J,↵ = (1� �)QJ,↵ + � conv ({±1}⇥ {±1}) (8)

(+1,+1)(-1,+1)

(+1,-1)(-1,-1)

E2

E1

FIG. 2. The quantum and classical sets QJ,↵ (dark blue) and
CJ,↵ (dark red; line |E2 � E1| = 0), and the quantum and
classical relaxed sets Q�

J,↵ and C�
J,↵ for � 2 {0.15, 0.3}. We

set J = 1 and ↵ = 0.66 throughout.

depicted in Fig. 2, where conv denotes the convex
hull [24]. Similarly, replacing Q by C in this expression
defines the classical relaxed set C�

J,↵. For a full charac-
terisation of the relaxed quantum and classical sets, see
Supplemental Material V, where we also discuss types of
experimental uncertainties for which these sets are phys-
ically relevant. For example, we show that for coherent
states, where the photon number n follows a Poisson dis-
tribution on Fock space, the relaxed quantum set Q�

J,↵

with � = O(
p
⌘) characterises the relevant set of possible

correlations, with ⌘ := P (n > N) giving the probability
of a constraint on J(= N) failing (which tends to zero
exponentially in N).
Generating private randomness. Adapting the results

of [17], we can show that correlations in QJ,↵ outside
of the classical set admit the generation of private ran-
domness. Consider an eavesdropper Eve with classical
(but no quantum) side information who tries to guess
the value of b. Alice, who uses the setup of Fig. 1
to generate private random outcomes b, will in general
not have complete knowledge of all variables � 2 ⇤
of relevance for the experiment, which is expressed in
Eq. (7) by P (b|x) being the mixture

P
� p(�)P (b|x,�).

Eve, however, may have additional relevant informa-
tion � (in addition to knowing the inputs x), and Al-
ice would thus like to guarantee that the conditional
entropy H(B|X,⇤) = �

P
b,x,� p(b, x,�) log2 p(b|x,�)

is large, quantifying Eve’s di�culty to predict b.
Since H(B|X,⇤) =

P
� p(�)H(E�) where H(E) :=

� 1
2

P
b,x

1+bEx
2 log 1+bEx

2 , the amount of conditional en-
tropyH

? that Alice can guarantee if she observes correla-
tions E = (E1, E2), i.e. H(B|X,⇤) � H

?, is determined
by the optimisation problem

H
? = min

{p(�),E�}

X

�

p(�)H(E�)

subject to
X

�:E�2Q!
J,↵

p(�) � 1� "

and
X

�

p(�)E� = E. (9)

That is, H? tells us the number of certified bits of private
randomness against Eve, under the assumption that the
transmitted systems have spin at most J — or, rather,
when this assumption holds approximately (up to some
!), with high probability (1 � "). This quantity is non-
zero, H? ⌘ H

?
",!,↵ > 0, whenever the observed correla-

tions are outside of the relaxed classical set, E 62 C"
J,↵.

For " = ! = 0, this optimisation problem is equivalent
to the one in [17, Sec. 3.2] for the case that there is, in
the terminology of that paper, no max-average assump-
tion (see Supplemental Material VI). For determining
the numerical value of H?

0,0,↵, we thus refer the reader
to [17]. Furthermore, as we show in Supplemental Ma-
terial VII, we have a robustness bound for H?

",!,↵, which
reads

H
?
0,0,↵ � H

?
",!,↵ � H

?
0,0,↵+c("+!)+log(1� ")� " log(2/")

1� "
,

Yes	we	can!
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality
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1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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RotaQon	boxes	beyond	quantum	theory

• DefiniQon	of	quantum	spin-J	boxes:
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality
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1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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Subject: Re: plot point
From: "Aloy Lopez, Albert" <Albert.Aloy@oeaw.ac.at>
Date: 27.01.23, 21:32
To: Müller, Markus <Markus.Mueller@oeaw.ac.at>

update:	for	J=3/2	we	do	see	a	clear	gap	and	have	some	possible	counterexamples!	(see	picture)

This	Ame	the	points	pass	all	the	tests,	what	could	happen	is	that	the	quantum	opAmizaAon	problem
didnt	reach	the	absolute	maximum	and	got	stuck	in	a	local	minima,	or	that	there	is	something	wrong	im
missing.

Nonetheless,	in	the	basis	(c0,c1,c2,c3,s0,s1,s2,s3)	a	candidate	to	probe	is	the	following	(green):
point1	=	(0.597298881411934	0	-0.391699036541004	0	0	-0.237092606685159	0	-0.248094688170825)

or	a	more	raAonal	version	(magenta):
point2	=	(3/5	0	-1/3	0	0	-1/4	0	-1/4)

(in	point2	the	c2=-1/3	looks	nice	but	it	is	a	bit	too	close	to	the	quantum	border.	One	can	get	more
creaAve	to	find	other	raAonal	forms	to	test.	So	far	i've	checked	that	changing	the	c2	in	point2	for	any
-1/3>c2>-0.36	also	work	as	counterexamples,	geRng	a	bit	deeper	into	the	rotaAon	boxes)

Re: plot point

1 of 15 28.01.23, 10:42

We	do	not	know	whether	
but	numerics	suggests	equality!
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• DefiniQon	of	(general)	spin-J	rotaIon	boxes:
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j=1

cj cos(j↵) + sj sin(j↵)

9
=

; ,
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Q1 = R1,

Quantum	boxes:	real	representaQon	of	SO(2)	on	the	density	matrices.	
RotaIon	boxes:	real	rep.	of	SO(2)	on	“orbitope”	state	spaces.

2 RAMAN SANYAL, FRANK SOTTILE, AND BERND STURMFELS

with an affine space. It can be represented as the set of points x ∈ Rn such that

(1.1) A0 + x1A1 + · · ·+ xnAn " 0 ,

where A0, A1, . . . , An are symmetric matrices and " 0 denotes positive semidefiniteness.
From a spectrahedral description many geometric properties, both convex and algebraic, are
within reach. Furthermore, if an orbitope admits a representation (1.1) then it is easy to
maximize or minimize a linear function over that orbitope. Here is a simple illustration.

Example 1.1. Consider the action of the group G = SO(2) on the space Sym4(R
2) # R5 of

binary quartics and take the convex hull of the orbit of v = x4. The four-dimensional convex
body conv(G · v) is a Carathéodory orbitope. This orbitope is a spectrahedron: it coincides
with the set of all binary quartics λ0x4 + 4λ1x3y + 6λ2x2y2 + 4λ3xy3 + λ4y4 such that

(1.2)




λ0 λ1 λ2

λ1 λ2 λ3

λ2 λ3 λ4



 " 0 and λ0 + 2λ2 + λ4 = 1.

This representation (1.2) will be derived in Section 5, where we will also see that it is
equivalent to classical results from the theory of positive polynomials [32]. The Hankel
matrix shows that the boundary of conv(G · v) is an irreducible cubic hypersurface in R4,
defined by the vanishing of the Hankel determinant. It also reveals that this four-dimensional
Carathéodory orbitope is 2-neighborly: the extreme points are the rank one matrices, and
any two of them are connected by an edge. The typical intersection of conv(G·v) with a three-
dimensional affine plane looks like an inflated tetrahedron. This three-dimensional convex
body is bounded by Cayley’s cubic surface, shown in Figure 1. Alternative pictures of this
convex body can be found in [27, Fig. 3] and [35, Fig. 4]. The four vertices of the tetrahedron
lie on the curve G · v, and its six edges are inclusion-maximal faces of conv(G · v). !

Figure 1. Cross-section of a four-dimensional Carathéodory orbitope.

This article is organized as follows. We begin by deriving the basic definitions and a
few general results about orbitopes, and we formulate ten key questions which will guide
our subsequent investigations. These are organized along the themes of convex geometry
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Boxes	for	only	two	input	angles

3

maximum spin J bound:

CJ,↵ := {E =
X

�

p(�)E� | E� 2 QJ,↵,E
� 2 {±1}⇥{±1}},

(5)
where {p(�)}� is a probability distribution. If J↵ < ⇡/2,
the states are not perfectly distinguishable, and so cor-
relations are limited to E� = (±1,±1); alternatively, if
J↵ � ⇡/2, the states can be perfectly distinguishable,
and so E� = (±1,⌥1) are also possible correlations.
Convex combinations of the former case gives the set
CJ,↵ = {(E1, E2)| � 1  E1 = E2  1}, whilst the latter
case gives all possible correlations.

So far only pure states have been considered. However,
it turns out that this is su�cient, as the set of mixed state
correlations, defined by

Q0

J,↵ := {(E1, E2) | Ex = tr(M⇢x), ⇢2 = U↵⇢1U
†

↵}, (6)

coincides precisely with QJ,↵. Clearly QJ,↵ ✓ Q0

J,↵,
and the converse Q0

J,↵ ✓ QJ,↵ can be proven by puri-
fying arbitrary states ⇢ using an ancilla system, without
adding any spin (for details, see Supplemental Material
IV). Thus, the set QJ,↵ is convex, which means that it
also describes scenarios where preparation ⇢1 and mea-
surementsMb fluctuate according to some shared random
variable � distributed ⇠ p(�), i.e.

P (b|↵) =
X

�

p(�)tr(Mb(�)U↵⇢1(�)U
†

↵) (7)

(where the input x 2 {0,↵} is chosen independently from
�). So far we have assumed that the constraint on the
maximum spin J holds exactly and in every run of the
experiment. However, in a more realistic scenario, one
may want to grant room for imperfections. This can be
taken into account by trusting only that the constraint
strictly holds with probability 1� �, with 0  � < 1, but
for probability � the system might carry arbitrarily high
spin. This leads to the relaxed quantum set

Q�
J,↵ = (1� �)QJ,↵ + � conv ({±1}⇥ {±1}) (8)

(+1,+1)(-1,+1)

(+1,-1)(-1,-1)

E2

E1

FIG. 2. The quantum and classical sets QJ,↵ (dark blue) and
CJ,↵ (dark red; line |E2 � E1| = 0), and the quantum and
classical relaxed sets Q�

J,↵ and C�
J,↵ for � 2 {0.15, 0.3}. We

set J = 1 and ↵ = 0.66 throughout.

depicted in Fig. 2, where conv denotes the convex
hull [24]. Similarly, replacing Q by C in this expression
defines the classical relaxed set C�

J,↵. For a full charac-
terisation of the relaxed quantum and classical sets, see
Supplemental Material V, where we also discuss types of
experimental uncertainties for which these sets are phys-
ically relevant. For example, we show that for coherent
states, where the photon number n follows a Poisson dis-
tribution on Fock space, the relaxed quantum set Q�

J,↵

with � = O(
p
⌘) characterises the relevant set of possible

correlations, with ⌘ := P (n > N) giving the probability
of a constraint on J(= N) failing (which tends to zero
exponentially in N).
Generating private randomness. Adapting the results

of [17], we can show that correlations in QJ,↵ outside
of the classical set admit the generation of private ran-
domness. Consider an eavesdropper Eve with classical
(but no quantum) side information who tries to guess
the value of b. Alice, who uses the setup of Fig. 1
to generate private random outcomes b, will in general
not have complete knowledge of all variables � 2 ⇤
of relevance for the experiment, which is expressed in
Eq. (7) by P (b|x) being the mixture

P
� p(�)P (b|x,�).

Eve, however, may have additional relevant informa-
tion � (in addition to knowing the inputs x), and Al-
ice would thus like to guarantee that the conditional
entropy H(B|X,⇤) = �

P
b,x,� p(b, x,�) log2 p(b|x,�)

is large, quantifying Eve’s di�culty to predict b.
Since H(B|X,⇤) =

P
� p(�)H(E�) where H(E) :=

� 1
2

P
b,x

1+bEx
2 log 1+bEx

2 , the amount of conditional en-
tropyH

? that Alice can guarantee if she observes correla-
tions E = (E1, E2), i.e. H(B|X,⇤) � H

?, is determined
by the optimisation problem

H
? = min

{p(�),E�}

X

�

p(�)H(E�)

subject to
X

�:E�2Q!
J,↵

p(�) � 1� "

and
X

�

p(�)E� = E. (9)

That is, H? tells us the number of certified bits of private
randomness against Eve, under the assumption that the
transmitted systems have spin at most J — or, rather,
when this assumption holds approximately (up to some
!), with high probability (1 � "). This quantity is non-
zero, H? ⌘ H

?
",!,↵ > 0, whenever the observed correla-

tions are outside of the relaxed classical set, E 62 C"
J,↵.

For " = ! = 0, this optimisation problem is equivalent
to the one in [17, Sec. 3.2] for the case that there is, in
the terminology of that paper, no max-average assump-
tion (see Supplemental Material VI). For determining
the numerical value of H?

0,0,↵, we thus refer the reader
to [17]. Furthermore, as we show in Supplemental Ma-
terial VII, we have a robustness bound for H?

",!,↵, which
reads

H
?
0,0,↵ � H

?
",!,↵ � H

?
0,0,↵+c("+!)+log(1� ")� " log(2/")

1� "
,

<latexit sha1_base64="mziq2hi3a5V/Sq7TOJLHDIHywPk="></latexit>

QJ,↵ = {(E1, E2) | E1 = P (+1|0)� P (�1|0), E2 = P (+1|↵)� P (�1|↵),
P is some spin-J quantum box},
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tions E = (E1, E2), i.e. H(B|X,⇤) � H

?, is determined
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That is, H? tells us the number of certified bits of private
randomness against Eve, under the assumption that the
transmitted systems have spin at most J — or, rather,
when this assumption holds approximately (up to some
!), with high probability (1 � "). This quantity is non-
zero, H? ⌘ H

?
",!,↵ > 0, whenever the observed correla-

tions are outside of the relaxed classical set, E 62 C"
J,↵.

For " = ! = 0, this optimisation problem is equivalent
to the one in [17, Sec. 3.2] for the case that there is, in
the terminology of that paper, no max-average assump-
tion (see Supplemental Material VI). For determining
the numerical value of H?

0,0,↵, we thus refer the reader
to [17]. Furthermore, as we show in Supplemental Ma-
terial VII, we have a robustness bound for H?

",!,↵, which
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maximum spin J bound:

CJ,↵ := {E =
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p(�)E� | E� 2 QJ,↵,E
� 2 {±1}⇥{±1}},

(5)
where {p(�)}� is a probability distribution. If J↵ < ⇡/2,
the states are not perfectly distinguishable, and so cor-
relations are limited to E� = (±1,±1); alternatively, if
J↵ � ⇡/2, the states can be perfectly distinguishable,
and so E� = (±1,⌥1) are also possible correlations.
Convex combinations of the former case gives the set
CJ,↵ = {(E1, E2)| � 1  E1 = E2  1}, whilst the latter
case gives all possible correlations.

So far only pure states have been considered. However,
it turns out that this is su�cient, as the set of mixed state
correlations, defined by

Q0

J,↵ := {(E1, E2) | Ex = tr(M⇢x), ⇢2 = U↵⇢1U
†

↵}, (6)

coincides precisely with QJ,↵. Clearly QJ,↵ ✓ Q0

J,↵,
and the converse Q0

J,↵ ✓ QJ,↵ can be proven by puri-
fying arbitrary states ⇢ using an ancilla system, without
adding any spin (for details, see Supplemental Material
IV). Thus, the set QJ,↵ is convex, which means that it
also describes scenarios where preparation ⇢1 and mea-
surementsMb fluctuate according to some shared random
variable � distributed ⇠ p(�), i.e.

P (b|↵) =
X

�

p(�)tr(Mb(�)U↵⇢1(�)U
†

↵) (7)

(where the input x 2 {0,↵} is chosen independently from
�). So far we have assumed that the constraint on the
maximum spin J holds exactly and in every run of the
experiment. However, in a more realistic scenario, one
may want to grant room for imperfections. This can be
taken into account by trusting only that the constraint
strictly holds with probability 1� �, with 0  � < 1, but
for probability � the system might carry arbitrarily high
spin. This leads to the relaxed quantum set

Q�
J,↵ = (1� �)QJ,↵ + � conv ({±1}⇥ {±1}) (8)
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FIG. 2. The quantum and classical sets QJ,↵ (dark blue) and
CJ,↵ (dark red; line |E2 � E1| = 0), and the quantum and
classical relaxed sets Q�

J,↵ and C�
J,↵ for � 2 {0.15, 0.3}. We

set J = 1 and ↵ = 0.66 throughout.

depicted in Fig. 2, where conv denotes the convex
hull [24]. Similarly, replacing Q by C in this expression
defines the classical relaxed set C�

J,↵. For a full charac-
terisation of the relaxed quantum and classical sets, see
Supplemental Material V, where we also discuss types of
experimental uncertainties for which these sets are phys-
ically relevant. For example, we show that for coherent
states, where the photon number n follows a Poisson dis-
tribution on Fock space, the relaxed quantum set Q�

J,↵

with � = O(
p
⌘) characterises the relevant set of possible

correlations, with ⌘ := P (n > N) giving the probability
of a constraint on J(= N) failing (which tends to zero
exponentially in N).
Generating private randomness. Adapting the results

of [17], we can show that correlations in QJ,↵ outside
of the classical set admit the generation of private ran-
domness. Consider an eavesdropper Eve with classical
(but no quantum) side information who tries to guess
the value of b. Alice, who uses the setup of Fig. 1
to generate private random outcomes b, will in general
not have complete knowledge of all variables � 2 ⇤
of relevance for the experiment, which is expressed in
Eq. (7) by P (b|x) being the mixture

P
� p(�)P (b|x,�).

Eve, however, may have additional relevant informa-
tion � (in addition to knowing the inputs x), and Al-
ice would thus like to guarantee that the conditional
entropy H(B|X,⇤) = �

P
b,x,� p(b, x,�) log2 p(b|x,�)

is large, quantifying Eve’s di�culty to predict b.
Since H(B|X,⇤) =

P
� p(�)H(E�) where H(E) :=

� 1
2
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2 , the amount of conditional en-
tropyH

? that Alice can guarantee if she observes correla-
tions E = (E1, E2), i.e. H(B|X,⇤) � H

?, is determined
by the optimisation problem

H
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p(�)H(E�)

subject to
X

�:E�2Q!
J,↵

p(�) � 1� "

and
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�

p(�)E� = E. (9)

That is, H? tells us the number of certified bits of private
randomness against Eve, under the assumption that the
transmitted systems have spin at most J — or, rather,
when this assumption holds approximately (up to some
!), with high probability (1 � "). This quantity is non-
zero, H? ⌘ H

?
",!,↵ > 0, whenever the observed correla-

tions are outside of the relaxed classical set, E 62 C"
J,↵.

For " = ! = 0, this optimisation problem is equivalent
to the one in [17, Sec. 3.2] for the case that there is, in
the terminology of that paper, no max-average assump-
tion (see Supplemental Material VI). For determining
the numerical value of H?

0,0,↵, we thus refer the reader
to [17]. Furthermore, as we show in Supplemental Ma-
terial VII, we have a robustness bound for H?

",!,↵, which
reads
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�). So far we have assumed that the constraint on the
maximum spin J holds exactly and in every run of the
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of [17], we can show that correlations in QJ,↵ outside
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(but no quantum) side information who tries to guess
the value of b. Alice, who uses the setup of Fig. 1
to generate private random outcomes b, will in general
not have complete knowledge of all variables � 2 ⇤
of relevance for the experiment, which is expressed in
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transmitted systems have spin at most J — or, rather,
when this assumption holds approximately (up to some
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Theory-independent randomness generation with spacetime symmetries
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We introduce a class of semi-device-independent protocols based on the breaking of spacetime
symmetries. In particular, we characterise how the response of physical systems to spatial rotations
constrains the probabilities of events that may be observed: in our setup, the set of quantum
correlations arises from rotational symmetry without assuming quantum physics. On a practical
level, our results allow for the generation of secure random numbers without trusting the devices
or assuming quantum theory. On a fundamental level, we open a theory-agnostic framework for
probing the interplay between probabilities of events (as prevalent in quantum mechanics) and the
properties of spacetime (as prevalent in relativity).

Introduction. Quantum field theory and general rel-
ativity, as they currently stand, describe two distinct
classes of physical phenomena: probabilities of events
on the one hand, and spacetime geometry on the other.
Large e↵orts are currently underway to construct a the-
ory of quantum gravity that would describe both classes
of phenomena and their interaction in a unified way.
Given the di�culties in this endeavour, one may start
with a more modest, but nonetheless illuminating ap-
proach: analyse how probabilities of detector clicks and
properties of spacetime interact, and what constraints
they impose on one another. Here, we propose to use
semi-device-independent (semi-DI) quantum information
protocols to study this interrelation.

DI and semi-DI approaches [1–9] treat devices in an
experiment as “black boxes”: no assumptions (or only
very mild ones) are made about the inner workings of
the devices, and the analysis relies on the observed input-
output statistics alone. While Bell and other DI black-
box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure sce-
nario sketched in Fig. 1, which can be used to generate
random numbers that are secure against eavesdroppers
with additional classical information [9, 12–16]. We de-
fine a class of semi-DI quantum random number genera-
tors based on an assumption about how the transmitted
system may respond to spatial rotations. Crucially, this
semi-DI assumption is representation-theoretic in nature,
thus recapturing the theory-independence characteristic
of the DI regime. We show that the exact shape of the set
of quantum correlations in this setup appears to emerge
as a direct consequence of the symmetries of spacetime,

⇤ CarolineLouise.Jones@oeaw.ac.at
† Stefan.Ludescher@oeaw.ac.at
CLJ and SLL contributed equally to this work.

FIG. 1. Setup: A fixed but arbitrary state is generated in the
preparation device P , which is rotated by an angle ↵x 2 {0,↵}
relative to the measurement device M according to an input
setting x 2 {1, 2}. The state is then sent to M , where a
measurement yields one of two outcomes b 2 {±1}.

which also entails the security of our protocol against
post-quantum eavesdroppers.
The setup. We consider a semi-DI random number

generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality
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⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality
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⌘
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We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality
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We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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We introduce a class of semi-device-independent protocols based on the breaking of spacetime
symmetries. In particular, we characterise how the response of physical systems to spatial rotations
constrains the probabilities of events that may be observed: in our setup, the set of quantum
correlations arises from rotational symmetry without assuming quantum physics. On a practical
level, our results allow for the generation of secure random numbers without trusting the devices
or assuming quantum theory. On a fundamental level, we open a theory-agnostic framework for
probing the interplay between probabilities of events (as prevalent in quantum mechanics) and the
properties of spacetime (as prevalent in relativity).

Introduction. Quantum field theory and general rel-
ativity, as they currently stand, describe two distinct
classes of physical phenomena: probabilities of events
on the one hand, and spacetime geometry on the other.
Large e↵orts are currently underway to construct a the-
ory of quantum gravity that would describe both classes
of phenomena and their interaction in a unified way.
Given the di�culties in this endeavour, one may start
with a more modest, but nonetheless illuminating ap-
proach: analyse how probabilities of detector clicks and
properties of spacetime interact, and what constraints
they impose on one another. Here, we propose to use
semi-device-independent (semi-DI) quantum information
protocols to study this interrelation.

DI and semi-DI approaches [1–9] treat devices in an
experiment as “black boxes”: no assumptions (or only
very mild ones) are made about the inner workings of
the devices, and the analysis relies on the observed input-
output statistics alone. While Bell and other DI black-
box scenarios have previously been used to study the
foundations of quantum theory [10, 11], here we suggest
to “put the boxes into space and time”.

Specifically, we consider the prepare-and-measure sce-
nario sketched in Fig. 1, which can be used to generate
random numbers that are secure against eavesdroppers
with additional classical information [9, 12–16]. We de-
fine a class of semi-DI quantum random number genera-
tors based on an assumption about how the transmitted
system may respond to spatial rotations. Crucially, this
semi-DI assumption is representation-theoretic in nature,
thus recapturing the theory-independence characteristic
of the DI regime. We show that the exact shape of the set
of quantum correlations in this setup appears to emerge
as a direct consequence of the symmetries of spacetime,
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FIG. 1. Setup: A fixed but arbitrary state is generated in the
preparation device P , which is rotated by an angle ↵x 2 {0,↵}
relative to the measurement device M according to an input
setting x 2 {1, 2}. The state is then sent to M , where a
measurement yields one of two outcomes b 2 {±1}.

which also entails the security of our protocol against
post-quantum eavesdroppers.
The setup. We consider a semi-DI random number

generator similar to the one described in [9, 17], given
by the prepare-and-measure scenario depicted in Fig. 1.
The goal is to generate statistics P (b|x) that certify that
even external eavesdroppers with additional (classical)
knowledge cannot predict b. As in standard DI quantum
information, the security of semi-DI protocols does not
require any assumptions on the inner-workings of the de-
vices, but it requires some constraint on the physical sys-
tem that is communicated between the devices [5, 9, 18].
This has often been implemented with a bound on the
dimension of the Hilbert space of the transmitted sys-
tem, restricting the communication to qubits or qutrits,
as in [5, 12, 18, 19], although this is arguably not very
well-motivated for non-idealised physical scenarios. An
alternative scheme was provided in [9, 17], in which the
mean value of some observable H (such as the energy of
the transmitted system) was constrained. This formu-
lation, however, requires one to assume the validity of
quantum theory, which is a restriction we would like to
avoid for our purpose. In fact, the physical meaning of
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the

spin	≤	
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the

Theorem.	The	following	correlaQons	are	possible:
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H (say, as the generator of time translations) plays no
direct role in their analysis. Here, instead, we propose
semi-DI assumptions on quantities like spin or energy,
which anchor the security of the resulting protocols on
properties of spacetime physics that are directly related
to the interpretation of these quantities.

Quantum boxes. Let us start by describing the setup in
terms of quantum theory, which we will later generalise
to a theory-agnostic description. We consider two devices
(Fig. 1). The first device prepares some quantum state ⇢1
and takes an input x 2 {1, 2}. The experimenter either
does nothing to the device (i.e. applies R0 = 1 if x = 1),
or rotates it by an angle ↵ around a fixed axis relative to
the other device (i.e. applies the rotation R↵, if x = 2).
After the rotation, the physical system is prepared and
sent to the second device. The second device produces an
outcome b 2 {±1}, and is described by a POVM {Mb}.
Minimal assumptions are made about the devices [20],
such that ⇢1 and Mb are treated as unknown and may
fluctuate according to some shared random variable �.

While we allow such shared randomness (see Eq. (7)
below), we do not allow shared entanglement between
preparation and measurement devices, which is a stan-
dard assumption in the semi-DI context [21]. Disallowing
this, and demanding that the full preparation device is
rotated, prevents the rotation from being applied only to
a part of the emitted system, which in turn prevents the
appearance of detectable relative phases like (�1) for a
2⇡-rotation of spin-1/2 fermions.

Well-known arguments (e.g. in [22, Sec. 13.1]) imply
that fundamental symmetries, such as the rotations R↵,
must act as unitary transformations U↵ on Hilbert space,
furnishing a projective representation of the symmetry
group (here SO(2)). The finite-dimensional projective
unitary representations of SO(2) arise from unitary rep-
resentations of the translation group R and are of the
form U↵ = e

i�↵
L

k e
ik↵, where k runs over a subset of

Z and can appear with some multiplicity, and � 2 R.
To implement an assumption about the response of the
system to rotations, we upper bound the absolute value
of the labels j = k + � in U↵. Then, we can restrict to
representations of the form

U↵ =
JM

j=�J

nje
ij↵

, (1)

where j runs over either integers or half-integers, and
nj indicates how many copies of the j-th irrep of the
translation group are contained in U↵. For details see
Supplemental Material I, where we also show that it is
su�cient to consider representations on Hilbert spaces;
in principle, we could consider systems containing inco-
herent mixtures of both fermions and bosons, but such
cases can be reduced to correlations deriving from the
Hilbert space attached to the system of the highest J .

Fixing some J 2 {0, 1
2 , 1,

3
2 , . . .} introduces an assump-

tion on the physical system that is sent from the prepara-
tion to the measurement device, namely, on its possible

response to spatial rotations. This is what makes our
scenario semi-DI, and what replaces the more common
assumption on the Hilbert space dimension of the trans-
mitted system. It is important to note that we do not fix
the numbers nj , thus allowing for the number of copies
to vary, i.e. the Hilbert space dimension is not bounded
by this. Furthermore, the decomposition of U↵ into its
irreducible representations (irreps) leads to a decompo-

sition of the Hilbert space into H =
LJ

j=�J Hj , where
dim(Hj) = nj . If we have a particle with internal de-
grees of freedom given by H, then J bounds the spin of
the particle. This setup could e.g. be realized by a single
photon being sent through a polarizer, with a relative
rotation between the two devices, and “spin” (helicity)
J = 1 (or J = N for N photons [23]).
We are interested in the possible correlations between

outcome b and setting x that can be obtained under an
assumption on J via Eq. (1) in the quantum case. Let us
for the moment assume that the initial state ⇢1 is a pure
state ⇢1 = |�1ih�1|, then

QJ,↵ := {(E1, E2)|Ex = h�x|M |�xi, |�2i = U↵ |�1i},
(2)

where M = M1�M�1 is an observable constructed from
the POVM {Mb} such that Ex = P (+1|x) � P (�1|x)
characterises the bias of the outcome toward ±1 for a
given x. In [9] it was shown that when the states that
may be sent have overlap � � |h�1|�2i|, the set of possible
correlations is characterised by the inequality

1

2

⇣p
1 + E1

p
1 + E2 +

p
1� E1

p
1� E2

⌘
� �. (3)

We show in Supplemental Material II that for our sce-
nario,

� = min |h�1|�2i| =
⇢
cos(J↵) if |J↵| < ⇡

2
0 if |J↵| � ⇡

2
. (4)

The bound � describes the smallest possible overlap of
any initial state with its rotation by ↵, given that the
absolute value of its spin is at most J . From [9], it follows
that (3) and (4) define some set of correlations eQJ,↵ (see
Fig. 2), of which we know that our set of interest is a
subset: QJ,↵ ✓ eQJ,↵. In Supplemental Material III, we
show that the two sets are in fact identical: the extremal
boundary of eQJ,↵ can be realised via rotations of the

family of states (|ji+ e
i✓|� ji)/

p
2, hence QJ,↵ = eQJ,↵.

The set QJ,↵ grows with J↵ until J↵ = ⇡/2, at which
point a |�1i exists such that |�2i = U↵ |�1i is orthogo-
nal to it. If |�1i and |�2i are perfectly distinguishable,
there exist (even deterministic) strategies to generate all
conceivable correlations.
Anticipating the generation of private randomness as

discussed further below, we define classical correlations
as convex combinations of deterministic behaviours, i.e.
E := (E1, E2) 2 {±1} ⇥ {±1}, that again satisfy the
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All	results	for	our	protocol	remain	valid	beyond	QT:	
• The	set	of	correlaQons,	
• the	number	of	cerQfiable	random	bits,	
• security	against	eavesdropper	with	classical	side	informaQon…
…	and	this	may	include	informaQon	about	beyond-quantum	systems	that	
				are	sent	between	the	devices	(whose	average	is	quantum).
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Conclusions

• Modest	approach	complemenQng	direct	QG	approaches:	use	SDI	
quantum	informaQon	to	study	the	relaIon	between	spaceIme	and	QT.
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SO(2) ⇢ SO(3) ⇢ SO(3, 1)

• Simplest	setup:	rotaQons	around	fixed	axis,	but	can	study	more	
general	setups.	“SpaceIme	boxes”.

• Result:	protocols	can	be	formulated	and	analyzed	without	
assuming	QT.	Sets	of	correlaQons	agreed	in	our	case!	
													Many	actual	experiments	work	on	spaQotemporal	DOFs.	Our	
approach	may	admit	a	theory-agnosIc	analysis	and	security	proofs.

• SpaceQme	structure	determines	part	of	quantum	correlaQons.
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